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[bookmark: _Toc360690421]Executive summary
The ACMA Lodgement Facility (ALF) Testing Software is a program developed by the ACMA to allow Accredited Persons (AP’s) to test the lodgement of device registration submissions to the ACMA via the ALF web service.

The ALF Testing Software has been designed primarily for testing purposes but can also be used by AP’s in a production environment if needed.

It is recommended that this document also be read in conjunction with the ALF User Guide.

Important Note: The ACMA does not provide any IT support for the setup and use of the ALF testing software.
[bookmark: _Toc360690422]ALF Testing Software
1. [bookmark: _Toc360690423]Introduction

The ALF Testing Software has been developed by the ACMA to assist AP’s in consuming the ALF web service. This document is intended as a basic start up guide for AP’s.

ALF is a new web service that can be used by AP’s to electronically submit device registration information for spectrum licences to the ACMA.

Initially, ALF will only be available for the submission of device registrations. AP’s will still need to use the ACMA’s existing paper applications or online services system for the lodgement of Frequency Assignment Certificates (FAC’s) for apparatus licences and for the creation of new sites and antenna’s for both spectrum licences and apparatus licences.

The AFL Testing Software uses the following external Dynamic Link Libraries (DLL’s), which are subject to their own licensing terms and conditions:

· au.gov.abr.auth.AbrKeyStore.dll
© Australian Business Register (ABR) - All rights reserved contact ABR for full details

· BouncyCastle.CryptoExt.dll
http://bouncycastle.org/

· Common.Logging.dll
http://netcommon.sourceforge.net/

2. [bookmark: _Toc360690424]Disclaimer
The ACMA has taken all care possible in the preparation and presentation of the testing software but does not accept any responsibility for any actions taken as a consequence of the information provided in the testing software.

To the maximum extent permitted by applicable legislation, any conditions or warranties imposed by law are hereby excluded. Insofar as liability under any legislation may be not excluded, such liability is limited to replacement of the test software or correction of defects in the testing software, at our option. In no event shall the ACMA be liable for any loss, damage or injury whatsoever (including indirect or consequential loss, damage or injury, loss of profits, business interruption, or other pecuniary loss) arising out of the use of inability to use the testing software.

3. [bookmark: _Toc360690425]How does the ALF Testing Software work?
By default, the ALF Testing Software uses a test ABR keystore, with a test certificate from the keystore.  The certificate will be used to sign the test XML payload. The password for the test keystore is Password1!. The email address will also be a test email address. Users will need to update the testing software with their own email address for test purposes.

For use in production, users of the ALF Testing Software will need to update the testing software with their own keystore details and email address.

The ALF Testing Software retrieves an AUSKey certificate from your Australian Business Register (ABR) keystore and uses the certificate’s private key to digitally sign an XML payload.  This payload is then sent to the ALF web service with an email address and one time token issued by the ACMA.

Further information about AUSKey and the XML payloads is available in the ALF User Guide available on the ACMA website.
4. [bookmark: _Toc360690426]Dependencies
The ALF Testing Software requires Microsoft .NET 4.0.  This software is only compatible on Microsoft operating systems that are capable of running .NET 4.0 (XP and up).  If users wish to use a non Microsoft operating system, they will need to develop their own tool for communicating with the ALF service.
5. [bookmark: _Toc360690427]Getting Started
A downloadable link for the ALF Testing Software is available from the ACMA website. 

The executable file should be saved to a suitable location on the user’s computer. To start the ALF Testing Software, simply click on the executable file and the software will hit the test service and provide debug information.
6. [bookmark: _Toc360690428]Building a submission file (XML)
Users of the ALF Testing Software will need build a custom payload that contains test data.  This payload then needs to be saved into an XML file.  The xml file will need to conform to the provided XSD files.

The XSD and example XML files are available in the ALF Schemas (zipped) file which can be found on the ALF and Online forms page on the ACMA website.

Once satisfied that the custom XML payload passes the XSD validation, the next step is to connect the Testing Software to using the custom payload. To do this, place the custom XML payload into the same directory as where the Testing Software was saved and edit the ALF Testing Software config. file.  The following details will need to be changed:

    <add key="UnsignedXmlFile" value="YOUR CUSTOM PAYLOAD.xml"/>

7. [bookmark: _Toc360690429]Configuration of the ALF Testing Software
The following settings can be edited to configure the ALF Testing Software:

· UnsignedXmlFile
The raw payload input for the service. This is NOT mandatory (see SignedXmlFile description below
· KeyStoreFile
Location of your AUSKey Keystore
· AUSKeySubjectId
Subject Id of the AUSKey certificate being used to sign the payload (ABRP:xxxx etc). 
Note: This is not mandatory and First Name and Last Name can be specified instead
· FirstName
The first name of the Aus Key user's certificate being used to sign the payload.
Note: Mutually exclusive with subject id above
· Surname
The last name of the Aus Key user's certificate being used to sign the payload.
Note: Mutually exclusive with subject id above
· SignedXmlFile
The file that will finally be sent to ACMA. If an unsigned file is specified above, it will also serve as the output location for the signed version of that file. If an unsigned file is NOT specified above the file will be read directly from this location.

· EmailAddress
The email address to receive notices about processing failure once the file has been received.
· OneTimeToken
If this is the first time using the service with ACMA, you will need to be issued a one time token from the ACMA HelpDesk. Supply the one time token below.
Note: This value should only be supplied ONCE for the first time using the service. After that you will be registered and only need to provide the subject id or first name last name values.
[bookmark: _Toc360690430]Example Configuration:
    <!-- The raw payload input for the service. This is NOT mandatory (see SignedXmlFile description below). -->
    <add key="UnsignedXmlFile" value="SVC1Valid.xml"/>

    
    <!-- Signing Configuration -->
    <!-- Location of your AUSKey Keystore -->
    <add key="KeyStoreFile" value="NEWKeystore.xml"/>
    <!-- Subject Id of the AUSKey certificate being used to sign the payload (ABRP:xxxx etc). 
         Note: This is not mandatory and First Name and Last Name can be specified instead -->
    <add key="AUSKeySubjectId" value=""/>
    <!-- The first name of the Aus Key user's certificate being used to sign the payload.
         Note: Mutually exclusive with subject id above -->
    <add key="FirstName" value="Amy"/>
    <!-- The last name of the Aus Key user's certificate being used to sign the payload.
         Note: Mutually exclusive with subject id above -->
    <add key="Surname" value="Mars"/>
    
    <!-- The file that will finally be sent to ACMA. If an unsigned file is specified above, it will also serve as the output
         location for the signed version of that file. If an unsigned file is NOT specified above the file will be read directly 
         from this location.-->
    <add key="SignedXmlFile" value="SignedFile.xml"/>

    
    <!-- The email address to receive notices about processing failure once the file has been received.-->
    <add key="EmailAddress" value="@"/>
    <!-- If this is the first time using the service with ACMA, you will need to be issued a one time token from the ACMA
         HelpDesk. Supply the one time token below.
         Note: This value should only be supplied ONCE for the first time using the service. After that you will be registered 
         and only need to provide the subject id or first name last name values.-->
    <add key="OneTimeToken" value=""/>

[bookmark: _Toc360690431]Custom Configuration
Users will need to update the email address to their own email address.

8. [bookmark: _Toc360690432]Getting a Real KeyStore from ABR
If you do not already have a real keystore XML file, you will need to contact the ABR at the Australian Taxation Office (ATO) and apply for an AUSKey. 

Once a real keystore has been obtained, the following settings in the config file will need to updated:

<add key="KeyStoreFile" value="YOUR KEY STORE.xml"/>

The keystore.xml file can either be put in the same directory as the ALF Testing Software or the full path will need to be provided.

9. [bookmark: _Toc360690433]Retrieving a Certificate from the KeyStore
You can either provide the ABRP:xxxx number for the certificate or the first and last name of the certificate holder.  The ABRP:xxxx number will override the first and last name parameters.  You cannot use non ABRP certificates.  For example ABRD:xxxx certificates will not work.

Passwords for Certificates

All passwords in the dummy keystore provided are Password1!  ABR will provide you with your real passwords when you receive your real keystore.  If you forget your real password(s) you will have to contact ABR.

10. [bookmark: _Toc360690434]Use of One Time Tokens
The first time you use the ALF service you will need to register your AUSKey certificate.  To do this you will need to provide a One Time Token.  The One Time Token can be obtained by contacting the ACMA directly and providing your ABN.  You can request a One Time Token either before or after you apply for an AUSKey and KeyStore from ABR.  You must give the ACMA and ABR the same ABN.

To register your One Time Token paste it into the following section in config file:
<add key="OneTimeToken" value="YOUR ONE TIME TOKEN HERE"/>

You will also need to provide your ABRP:xxxx number in order to register it.  Subsequent uses of the ALF service will only require your ABRP:xxxx number.

11. [bookmark: _Toc360690435]Production and User Acceptance Testing 	Environments
By default the ALF Testing Software in configured to point to a User Acceptance Testing (UAT) endpoint. This endpoint will work correctly for the purposes of testing only. 

However, if users of the ALF Testing Software wish to utilise the software in a production environment, the production endpoint below will need to be inserted.

Testing Endpoint:
https://uat-eportal.acma.gov.au/DataService/SpectraDeviceRegistration/v1.0/Service.svc


Production Endpoint:
https://eport.acma.gov.au/DataService/SpectraDeviceRegistration/v1.0/Service.svc
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