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Executive summary
The advent of 5G technology has seen a step-change in consumer and business expectations around how mobile networks can drive innovation and productivity. With this has been greater consideration of the role of 5G private networks, which offer high-speed, low latency, massive device connectivity, customisation and security. 
Industry analysts have suggested that 5G private networks will be a ‘game-changer’ for industry 4.0, enabling connectivity, advanced analytics, automation, and advanced-manufacturing technology. 
Key factors in deploying private wireless networks are:
having a sound business case for digitising operations
assessing the cost and complexity of deploying a network at particular locations
securing spectrum at desired frequencies in particular locations
having access to a range of industrial-grade wireless equipment at suitable frequencies.
In Australia, the ACMA has supported the adoption and deployment of private wireless networks through its program of spectrum releases. The ACMA’s five-year spectrum outlook 2022–27 to 2022–23 (FYSO) identifies private wireless networks as a driver for spectrum supporting 5G connectivity. The FYSO anticipates that private wireless networks will continue to increase in number, and most new networks will use 5G technology. To date, 5400 MHz of spectrum has been made available for 5G wireless broadband, including its use by private wireless networks. With planned releases of mid-band spectrum in the 3.4–4.0 GHz range underway, additional spectrum is 
being made available to support a wide range of 5G use cases, including private wireless networks. 
This is in addition to 4G spectrum, which has enabled 4G private networks to become  established in the Australian market. While 4G private networks will continue to play an important role supporting a range of industry use cases, we expect that 5G private networks will become increasingly prevalent over time. 
[bookmark: _Hlk139957740]This report examines Australian market developments for both 4G long-term evolution or 5G networks. Estimates vary for the number of private wireless networks used worldwide. There may be between 300 and 1,000. Many are trials or tests. In Australia, there are over 50 private wireless networks already in operation, with more in planning stages. These networks are mainly in the mining and resources sectors. This is due to the need to support machine automation for productivity improvements and available spectrum in regional or remote mining locations. 
Also in Australia:
the rail sector is deploying private wireless networks. State rail companies already own spectrum licences and are deployed or in advanced planning phases
the agriculture sector is investigating using private wireless networks
the entertainment, advanced manufacturing and infrastructure sectors have an interest in using these networks. 
This report discusses the factors relevant to the deployment of 5G private wireless networks in more detail. It includes 5 case studies of private networks in Australia outside of the mining and resources sector.
It also focuses on dedicated private wireless networks rather than network slicing, which is an enterprise product offered by mobile network operators using their licensed spectrum.
The opportunity to build private networks directly for businesses is attracting equipment manufacturers and system integrators (companies that combine hardware and software to a build bespoke technology systems) to this new market. 
Private wireless networks present new challenges and opportunities for enterprises. We will continue to monitor developments, including any effects on the demand for spectrum. 
[bookmark: _Toc134437194][bookmark: _Toc139373146][bookmark: _Toc146022979]
About this market study
We conducted this market study to increase our knowledge of the private wireless network market in Australia. The study focuses on the market for private wireless networks built on dedicated spectrum and using 4G long-term evolution (LTE) or 5G technology in Australia. The research also identified 5 case studies examining network deployments or planned deployments. 
The information in this report helps inform the ACMA’s decisions about sources of future spectrum demand. 
[bookmark: _Toc146022980]Case studies
The following 5 case studies examining different types of private network deployments were identified through the research process: 
Public Transport Authority of Western Australia 
BAI Communications and Australian Meat Processor Corporation 
Nokia and UTS Tech Lab 
Tech Event Pty Ltd
Brisbane City Council. 
Two case studies were 5G standalone tests, created as part of the Australian Government’s Australian 5G Innovation Initiative. One was dismantled after the trial period and the other is still active.   
These case studies are added throughout the report to highlight key concepts and findings.
[bookmark: _Toc146022981]Methodology
We sent out questionnaires to several industry bodies and selected organisations. The Australian Radio Communications Industry Association also publicised the request for input to its members.[footnoteRef:2] A full list of interviews is included at Appendix B.  [2:  Australian Radio Communications Industry Association (ARCIA), ACMA Research Into Private LTE, ARCIA website, 2022, accessed 12 February 2023. ] 

We received 4 written responses and conducted 9 interviews. Some interviews gathered information about the existing private wireless networks in Australia. Others were focused on particular enterprises and their networking needs. 
This market study also uses information gained through desktop research, research commissioned from GlobalData and Mordor Intelligence as well as interviews with private sector operators, local governments, equipment manufacturers, network managers and enterprises interested in building private wireless networks.[footnoteRef:3]  [3:  GlobalData, ACMA Report: GlobalData Perspective on Telecommunications Supply Chain, report to the Australian Communications and Media Authority, 2022, pp. 38–53; Mordor Intelligence, Australian Private wireless network Landscape (2022-2027), report to the Australian Communications and Media Authority, 2022, p.7. ] 

Note that the findings in this paper are based on discussions with a small sample of people in the Australian market who voluntarily responded. These findings may not capture all market developments. 
We would like to thank everyone who participated in interviews and assisted our research. 
[bookmark: _Industry_feedback_on]A glossary is provided at Appendix A. 


[bookmark: _Toc146022982]Private wireless networks
[bookmark: _Toc139373147][bookmark: _Toc146022983]What are private wireless networks?
Communication networks can be public or private depending on access arrangements. This market study focuses on independent private wireless networks built at a single location and used with devices exclusively owned or authorised by one network owner. It does not focus on network slicing or public mobile networks – such as those operated in Australia by Telstra, Optus and Vodafone/TPG – that can be accessed by any paying customers, virtual network operators or roaming partners.
According to some industry analysts and experts, private wireless networks will induce a fourth industrial revolution of highly automated and efficient production.[footnoteRef:4] Governments are monitoring progress of the deployment of private networks and funding trials that include deploying private networks to encourage innovation.  [4:  Senate Standing Committee on Economics, The Australian Manufacturing Industry, Parliament of Australia website, 2022, accessed 21 July 2022, p. 61–62; R Chacon, (19 July 2022), Interview with TJ Maan: Private 5G Networks and the Fourth Industrial Revolution, (interview video file and transcript), IoT for all, accessed 25 November 2022. ] 

From an equipment and technology perspective, there is no difference between a public and private wireless network. The crucial difference is exclusive access to spectrum and complete control over network performance. 
	The primary difference is that the public 5G network is intended for use by the public, with tens of millions of subscribers on a given nationwide network. 
A private 5G network is dedicated to the use of a single enterprise or organization, and many times, a single location, although ‘location’ here can be as small as a building or as large as a port.  
Examples include college campuses, manufacturing facilities, hospitals, transportation hubs, and military bases – places with critical infrastructure or mission-critical applications.
Ashish Bhatia, Senior Technical Account Manager, Samsung[footnoteRef:5] [5:  A Bhatia, How is a Private 5G Network Different from a Public 5G Network?, Samsung website, 2021, accessed 19 December 2022.] 




Table 1 below summarises the difference.[footnoteRef:6] [6:  Private wireless networks using 4G or 5G mobile technology standards are also known as ‘non-public networks’ by standardisation body 3rd Generation Partnership Project (3GPP).] 

Basic differences between using a public network or an independent private wireless network[footnoteRef:7] [7:  Based on analysis by ACMA.] 

	Public mobile network
	Independent private mobile network

	Used by any paying customer to connect their own devices. All customers have the same access rights and share the spectrum resource.
	Only devices selected by the controlling company or organisation can access the network. 

	Mobile network operators hold spectrum licence (for example, Telstra, Optus, TPG).
	The company or organisation holds the spectrum access arrangements or pays for exclusive use of spectrum allocation. 

	Network is designed to maximise coverage and capacity for entire user base. 
	Network is designed for bespoke downlink and uplink speeds, ideal latency, equipment prioritisation and total property coverage.

	Network purpose is to maximise revenue from selling mobile services to as many customers as possible.
	Network purpose is to support the controlling business’s operations and create a secure network with tightly controlled access. 

	Mobile network operator manages network infrastructure and equipment. 
	Company or organisation responsible for all network equipment and hardware. 


[bookmark: _Toc130304847]Source: ACMA
The Australian private wireless network market was valued at $130 million in 2021. It’s predicted that the market will grow nearly 30% annually over the next 5 years to be worth $695 million by 2027.[footnoteRef:8] However, the rate of deployment will depend on both business demand for automation and access to spectrum.  [8:  Mordor Intelligence, Australian Private wireless network Landscape (2022-2027).] 

Forecast for Australian private wireless network market 2022–27 in Australian dollars (millions)

Source: Mordor Intelligence, Australian Private wireless network Landscape (2022-2027) Report.
In comparison, the public mobile network service market is significantly greater – worth $12.4 billion in 2021 and expected to grow to $14.7 billion in the same period.[footnoteRef:9]  [9:  GlobalData, Australian Mobile Operator KPI Forecast for Australia [database], March 2023, accessed March 28, 2023. Forecast excludes device sales. ] 

The enterprise ICT market is even larger – worth $58.3 billion in 2021 and expected to reach $82.9 billion by 2026, with networking worth $5.6 billion.[footnoteRef:10]   [10:  GlobalData, Australia Telecom Operators: Country Intelligence Report, GlobalData, July 2022, p. 3.] 

Market analysts expect to see automation and assistive technologies become more prevalent in manufacturing, healthcare and logistics, noting the competitive landscape keeps changing as telecom operators, system integrators and vendors jostle for the role of private wireless network supplier.[footnoteRef:11] [11:  Mordor Intelligence, Australian Private wireless network Landscape (2022-2027).] 

[bookmark: _Toc139373148][bookmark: _Toc146022984]Why use private wireless networks?
Most businesses and organisations need a fixed or wireless internet connection for telecommunications and data. But not all of them will need a private wireless network. 
The primary purpose of a private network is to manage stationary and mobile assets interacting in a dynamic and real-time environment.[footnoteRef:12] [12:  GlobalData, ACMA Report: GlobalData Perspective on Telecommunications Supply Chain.] 

For example, a company may want to connect hundreds of wireless devices to a single network, or to constantly monitor equipment and conditions using remote sensors. Demand for dedicated private wireless networks will be driven by the importance of automation and wireless networking to enterprises.
Another benefit is that companies can set the network’s deployment timetable and specific coverage area. A private wireless network can, in some cases, be assembled in a matter of hours using small cells or drones.[footnoteRef:13]  [13:  V Kumar Shrimali, 5G Coverage by drones and challenges, Tecknexus website, 2023, accessed 30 June 2023.   ] 

It is worth noting the geographic location and type of property occupied by an organisation or business will also influence deployment and whether a private mobile network is possible or needed at all. 
Key advantages of a dedicated 4G/LTE or 5G private wireless network include:
automating operations through wireless connectivity and removing cabling inside a factory or industrial setting[footnoteRef:14] [14:  Comments from Shahid Admed, executive vice president new ventures and innovation at NTT, speaking at Mobile World Congress Barcelona, Are Private Networks Over-Hyped? [video]. He said removing cabling is a ‘compelling event’ for factory owners given how much blue wiring and access points are required for a large, connected factory of about 100 million square feet. ] 

network reliability up to 99.999% for organisations that need complete control over provisioning to meet service level needs[footnoteRef:15] [15:  Network builders use phrases like ‘three nines’ (99.9%), ‘four nines’ (99.99%) and ‘five nines’ (99.999%) to market their network availability. Higher availability means the network can be trusted for automation because connected machinery will be connected 99.999% of the time. In comparison, Australia’s public mobile networks have a network availability of between 89% and 90.0%. For more detail, see S Fenwick, Australia Mobile Network Experience Report, OpenSignal, October 2022, accessed 15 April 2023. ] 

high-capacity low latency network connecting thousands of devices – known as the Internet of Things (IoT)– supporting higher levels of automation and seamless coordination
bringing real-time analytics and computing as close as possible to autonomous equipment to reduce latency, particularly for remote enterprises[footnoteRef:16] (known as edge computing)  [16:  This is known as ‘edge computing’ and puts data storage, computer processing and analytics capabilities as close as possible to the equipment that is collecting and consuming the data. This improves performance, particularly if the operations are based in a remote location and the data would otherwise have to travel long distances back to city-based data centres for processing. Source: GlobalData, Thematic Research: Edge Computing [report], GlobalData, 7 December 2021. ] 

deploying over a specific geographic location or locations
gaining full control over network performance, which reduces the risks involved with commercial contracts such as lock-in or holdout issues. 
Analysts, network managers and systems integrators – companies that design and install networks on behalf of clients – believe the automation enabled by private wireless networks will be the investment priority. This is particularly the case in Australia’s mining and resources sector, which struggles with skills shortages.[footnoteRef:17] [17:  Comments from Simon Lardner, co-founder of Challenge Networks during interview with ACMA in November 2022.] 

An estimated 50 private wireless networks have been deployed in Australia to date, mostly in the mining and resources sector to digitalise operations, track assets such as heavy machinery, provide predictive maintenance and support autonomous driving.[footnoteRef:18] There are also some deployments in ports and defence operations.[footnoteRef:19] [18:  Estimate of 50 private networks came independently from 3 different interviewees based on their knowledge and experience in the private wireless network market in Australia.]  [19:  The private network at the port is at Port Hedland, managed by the Pilbara Ports Authority. See Aqura Technologies, New Private 4G for Port Hedland [news post], Aqura Technologies, accessed 31 May 2023.] 

	As the density and throughput of next-generation sensors and connected devices increases, there is growing demand on wireless connectivity to support the demands associated with Industry 4.0. 
The key driver of which wireless connectivity is selected is driven by the criticality of the data. 
The needs of low priority sensor data can be met by best efforts public networks. Here the data is not critical to operations and does not rely on there being a service level agreement (SLA) in place. 
High throughput, latency sensitive applications such as remote control and robotics leans heavily on the upper limit of 4G/5G performance. Where the end-user is in control of the network coverage and performance, service levels can be assured which significantly reduces operational risk. 
The more critical the data is for the organisation, the greater the appetite to absorb the associated premium of cost and resources to deliver that connectivity. 
Many variations of connectivity sit in-between these two ranges and it will be up to the end user or consumer of the data to decide on the most appropriate solution based on their interpretation of the criticality of the data.
Alan Seery, Acting Managing Director, Aqura Technologies


[bookmark: _Case_study:_Local][bookmark: _What_technologies_are][bookmark: _Toc139373151][bookmark: _Toc146022985][bookmark: _Toc130309080]4G versus 5G 
There are 3 components to a private wireless network: 
network architecture
spectrum 
equipment. 
Different combinations of these components will create different performance characteristics. 
Private wireless networks built using 4G or LTE equipment already operate in Australia in regional or remote areas and primarily within the mining and resources sector.[footnoteRef:20]   [20:  See GSA Analyser for Mobile Broadband Data (GAMBoD) Networks, Technologies and Spectrum (NTS) database, Search results for Australia, accessed on 28 November 2022.] 

At present, 4G and LTE functions well enough to address users’ demand for reliability, service quality and security compliance, and there are commercial deployments around the world. 
Currently available private 4G LTE will be able to seamlessly migrate to support private 5G networks when mobile standards and ecosystems support full commercial deployment.   
5G standalone (see diagram below) has speed, reliability and capacity features not technically possible using 3G or 4G, leading some experts to say widespread adoption will start a fourth industrial revolution – dubbed ‘Industry 4.0’.[footnoteRef:21]  [21:  M Lin and C Wu, Private 5G networks: Secure connectivity for Industry 4.0, Deloitte website, 2022, accessed 21 July 2023, p. 6. See also Flo Networks, Revolutionizing Industry 4.0 with Private 5G Technology and Cloud Computing, [website], Flo Networks. Accessed 8 September 2023. ] 

We did not find operational 5G private networks in Australia, outside trial settings. Industry information suggests that while 5G is used in 44% of existing private wireless networks worldwide (see Figure 2), most of these deployments are also long-term trials or laboratory tests.[footnoteRef:22] [22:  Global mobile Suppliers Association (GSA), Private Mobile Networks February 2023 Summary Report, GSA, 27 February 2023, p. 5, accessed 2 April 2023. Excluding device testing and lab-as-a-service networks, 5G accounts for 41% of references. ] 

According to Nokia, in late 2022, about half of the private wireless networks built around the world were built with 4G LTE equipment, but with a migration path to 5G.[footnoteRef:23]  [23:  A Fellah and C Gabriel, WBA Industry Report 2023, Wireless Broadband Alliance website, 2022, accessed 22 November 2022, p. 36. ] 

Private wireless network customers by technology used in early 2023 (1,077 networks)[footnoteRef:24] [24:  GSA, Private Mobile Networks February 2023 Summary Report, p. 5. Includes all identified private wireless networks deployed by organisations with revenue greater than €100,000. ] 


Industry interviews indicated the Australian network equipment market was still predominantly supplying 4G LTE equipment, but this is expected to change in favour of 5G within 12 to 18 months.[footnoteRef:25]  [25:  Comments from Simon Lardner co-founder of Challenge Networks during interview with ACMA in November 2022.] 

5G networks can be either ‘non-standalone’ or ‘standalone’ as explained below: 
[image: ]
In a public consultation in 2022 regarding re-allocation of the 3.4 GHz and 3.7 GHz bands, the ACMA acknowledged industry’s desire for frequencies matching the large 4G equipment ecosystems. However, the ACMA noted 5G equipment is expected to expand over time. [footnoteRef:26] This issue is discussed further in the ‘Equipment’ section of this report.  [26:  Australian Communications and Media Authority (ACMA), Proposed spectrum re-allocation declaration for the 3.4 GHz and 3.7 GHz bands, ACMA website, Australian Government, 2022, accessed 25 May 2023. p.15, ‘While we acknowledge the arguments for local area wireless broadband (LA WBB) operators wanting access to 4G spectrum, we consider the equipment ecosystem and associated costs can be expected to change in the short term’.  ] 

[bookmark: _5G_Standalone_(SA)]Deployment considerations
There is a large pool of 4G LTE equipment available for industrial uses from many different suppliers, due to the age of the technology and widespread adoption. 
The pool of equipment for 5G-based industrial uses is not as mature because it is still a relatively new technology. Most commercially available 5G standalone devices are smartphones for the consumer market.[footnoteRef:27] Businesses may need custom-designed indoor industrial equipment suitable for the physical conditions of their business. For example, equipment that withstands extreme temperatures, wet conditions, dry and dusty conditions or regular cleaning. Enterprises may delay deployment until more equipment is available that suits the physical environment in which it will be used. [27:  As of April 2023, there were 1,557 commercially available 5G devices (52% are smartphones) and 855 commercially available 5G-standalone devices. Source: GSA, 5G Device Ecosystem: Member Report, May 2023, p. 2. ] 

[bookmark: _Spectrum][bookmark: _Toc139373152][bookmark: _Toc146022986]Spectrum
Spectrum is a continuous range of electromagnetic radiation waves. The ACMA’s role is to maximise the public benefit from the use of spectrum, which includes planning for different uses of the spectrum and managing co-existence between different users and spectrum use cases. 
Much of the low-band spectrum of interest to private wireless networks is already allocated. However, as detailed in the five-year spectrum outlook (FYSO) and papers on local area wireless broadband services, the ACMA has an ongoing work program to review access methods and bands for new uses.[footnoteRef:28] [28:  ACMA, Local area wireless broadband services, ACMA website, 2021, accessed 20 March 2023. ] 

Spectrum uses are carefully harmonised – often internationally – with equipment markets. Some frequencies are more desirable due to the available equipment rather than any other technical characteristics.  
As private wireless networks are designed for a specific purpose in a single place, the suitability of spectrum will depend on the location, accessible bands and the availability of necessary equipment.  
Mid-band spectrum is often highly desirable for private wireless networks because it is suitable for localised indoor use cases and has a growing equipment market. High-band spectrum (above 6 GHz) is also suitable for localised uses, but there is less equipment currently available. This is discussed further in the Equipment section. 
This section describes: 
the spectrum characteristics, that is, the radio frequency bands most suitable for private wireless networks in Australia
how much spectrum private wireless networks need 
and spectrum access, that is, how spectrum is accessed for a private wireless network in Australia and overseas.
[bookmark: _Toc139373153][bookmark: _Toc146022987]Spectrum characteristics
Spectrum suitability will depend on the exact location of a private wireless network and the specific purpose. Every frequency has different propagation characteristics and different equipment markets.
During interviews, the most common feedback from Australian network builders and existing private wireless network operators was that sub-1 GHz spectrum or 1800–2100 MHz spectrum is preferrable, particularly in the agricultural and mining and resource sectors, because: 
a large pool of equipment is already available  
lower frequency signals travel further so fewer base stations are needed to cover long distances, which reduces installation costs 
lower frequencies can propagate better around obstructions, foliage and buildings.[footnoteRef:29] [29:  Comments about penetrating heavy machinery come from interviews with solution manager at network and equipment specialist during interviews with ACMA in October 2022. ] 

However, most of this lower frequency spectrum has already been allocated for spectrum licensing. Globally, attention for private wireless networks is focused on spectrum between 3 GHz and 4 GHz. This is discussed further below. 
In Australia, the mid-band spectrum at 1800 MHz and 2100 MHz bands is often used by mining and resources companies for private wireless networks.[footnoteRef:30] These mines are typically in remote areas where there is less competition for spectrum due to low populations.  [30:  Analysis of the Register of Radiocommunications Licences found mining companies often use Apparatus Licences, sub service PMTS Class B, at frequencies around 1.9 and 2.1 GHz. ] 

There is also an example of a mid-band 4G/LTE private wireless networks being deployed in a metropolitan and urban area using a unique spectrum access opportunity (see Case study 1 below).[footnoteRef:31]  [31:  The Future Railway Mobile Communication System (FRMCS) is supported by the European Union and will become the worldwide 5G standard for railway operational communications. See 5G Rail Project, 5Grail.eu, Official website, n.d., accessed 10 April 2023. 5G Rail has selected the 1900 MHz band and manufacturers are starting to make equipment at this frequency. Australian rail operators want access to the FRMCS equipment market. ] 

	[bookmark: _Toc140741280][bookmark: _Toc146022988]Case study 1: Public Transport Authority of Western Australia

	This case study highlights an enterprise that already has access to spectrum and is building a private wireless network in urban areas.
The Public Transport Authority of Western Australia (PTAWA) is building a private LTE network to replace the narrowband analogue radio systems covering the rail infrastructure around Perth.  
Purpose: To upgrade a narrowband voice-only network to a fully digital platform with high-speed data and video services. 
Timing: Initial contract given to Huawei in 2018, then re-tendered and awarded to Nokia in 2022. The network is expected to be running by 2026. 
Barriers: This will be the first LTE railway private wireless network in Australia. It is being built at the same frequency selected by the International Union of Railways for 5G. However, the standards have not been finalised and there is limited equipment available. This will improve in coming years as more railways build 5G networks at this frequency and the range of rail-specific equipment increases.
Background: The network will use licenced spectrum at 1800 MHz. Like many state rail companies, PTAWA bought spectrum from the liquidation of OneTel.[footnoteRef:32] [32:  When former OneTel collapsed in 2001, its assets including spectrum licences were put into liquidation. Australia’s state railway organisations quickly organised the purchase of licences for 2 x 15 MHz at 1800 MHz directly from the liquidators in 2004. Media reports at the time suggested they paid $20 million for these licences, which were due to expire in 2013. In 2013, the then Minister for Communications decided the railways could renew the licences, with part of the licence charged at a 50% discount or ‘public interest price’. The Public Transport Authority of Western Australia is using this 1800 MHz spectrum to upgrade its narrowband communications to an LTE private network along 250 km of railway track and tunnels with equipment supplied by Nokia. The 1800 MHz range sits closely to the frequency chosen by Europe’s Future Railway Mobile Communication System at 1900 MHz. This means there will eventually be a deep market of railway-specific communications 5G equipment at that frequency.] 

This frequency harmonises with the Future Railway Mobile Communication System (FRMCS) that will eventually bring 5G to European railway networks and create a global market of rail-specific 5G equipment. 
Following a competitive tender process, PTAWA selected Nokia to design and build the private wireless network and provide at least 5 years of maintenance. Nokia will use off-the-shelf 4.9G/LTE equipment. The network may be upgraded to 5G or 6G in the future, but this technology is adequate for medium-term needs. 
PTAWA’s private wireless network will cover 250 km of railway, including a new 8.5 km-long underground tunnel. It will have 129 sites with a macro cell every 2.5 km on average. All these macro cells will be connected by microwave backhaul (high-capacity wireless connection to a core network). The private wireless network will be used for railway operations. It will support a ‘Communications Base Train Control High-Capacity’ signalling system. It will not provide connectivity for passengers.  



Mid- and high-band frequencies suit indoor manufacturing
While the mining and resources sector is the main deployer of private wireless networks in Australia, globally it is the manufacturing sector that is deploying the most private wireless networks (see Figure 3). 
These mid-band frequencies are well suited to manufacturing because:  
they can carry large amounts of data over short distances (less than 1 km)
they can be contained within factory walls 
there is a growing pool of 4G/LTE and 5G equipment designed for manufacturing.
Several countries have reserved mid-band, or C-band frequencies (3.5–3.7 GHz) specifically for private wireless networks. This is discussed further in the ‘Spectrum Access’ section below. 
Private LTE/5G wireless network trials and commercial deployments worldwide by sector (base: 1,148 organisations with revenue over €100,000)[footnoteRef:33] [33:  GSA, Private Mobile Networks Market May-2023 Summary, GSA website, 2023, accessed 13 June 2023, p. 6. ] 

 

[bookmark: _Toc139373155][bookmark: _Toc146022989]How much spectrum do private wireless networks need? 
The amount of spectrum required depends on what purpose the private wireless network is being set up for, what frequency it uses, and purchasing choices by the operator (for example, buying, leasing or building infrastructure versus buying or leasing spectrum access versus buying or leasing equipment). Research and interviews indicate: 
an underground hard rock mine operating at a low-band frequency would need 5–10 MHz worth of paired spectrum for connectivity, autonomous vehicles and asset monitoring[footnoteRef:34]  [34:  Comments from solution manager at network and equipment specialist.] 

a recent Australian private 5G non-standalone trial involving robotics and operating at 2.1 GHz and 26 GHz needed carrier bandwidth of 400 MHz worth of spectrum at millimetre wave frequencies to get sufficient uplink speeds required to stream sensor data from the robot to the edge cloud [footnoteRef:35]  [35:  Comments from interview with Rob Joyce, Chief Technology Officer for Nokia in Australia and New Zealand, February 2023.] 

about 100 MHz worth of spectrum is needed to successfully use high-definition video or ultra-high-definition video applications in a highly automated factory setting.[footnoteRef:36]  [36:  Priority Access Licences (PAL) for the Citizens Broadband Radio Services frequency in the United States can access a maximum of 40 MHz of unpaired spectrum at 3.5 GHz. Generally Authorised Access (GAA) can access 150 MHz, but it is shared and therefore could become congested as more private wireless networks are built. According to GlobalData, the 40 MHz limit hinders video-heavy applications. So, while Citizens Broadband Radio Services (3.5 GHz) spectrum is widely available, the allocation is insufficient for large industrial settings. GlobalData expects to see private wireless networks in heavily industrialised economies in north Asia resolve this problem by operating at very high millimetre wave frequencies such as 28 GHz. While smaller spectrum allocations will be needed, equipment at this frequency could be more expensive.] 

The experience of one Australian network system integrator shows mining and resource operations need up to 2 x 20 MHz worth of 1800 MHz spectrum to run a private wireless network. 
Challenge Networks has a licence of 2 x10 MHz worth of 1800 MHz spectrum in remote areas.[footnoteRef:37] When it builds private wireless networks, it applies for another 2 x 10 MHz on behalf of the enterprise building the network, then leases its own allocation to the enterprise for a nominal fee. This gives the enterprise access to 2 x 20 MHz worth of spectrum, which is sufficient for automation and asset tracking operations.[footnoteRef:38]  [37:  Challenge Networks, Challenge Networks Secures 1800MHz spectrum in remote Australia [media release], 26 April, 2016, accessed 27 February 2023. ]  [38:  Comments from Simon Lardner, co-founder of Challenge Networks during interview with ACMA in November 2022.] 

In the United States, an organisation can access up to 40 MHz of spectrum for private wireless networks. GlobalData’s research found this was not enough for ‘ambitious internet-of-things strategies in factories and indoor or enclosed area environments such as train stations’.[footnoteRef:39]  [39:  GlobalData, ACMA Report: GlobalData perspective on Telecommunications Supply Chain, p. 43.] 

[bookmark: _Toc139373156][bookmark: _Toc146022990]Spectrum access
Interviewees identified access to suitable spectrum as a significant barrier to deploying private wireless networks in urban and metropolitan areas of Australia.[footnoteRef:40] [40:  Comments attributed to Simon Lardner, co-founder of Challenge Networks, during interview with ACMA in November 2022.] 

	Access to spectrum is the critical limitation to the development of private networks. 
Within metropolitan environments – where suitable spectrum is exclusively held by the consumer mobile network operators – the situation is especially dire as innovation is essentially stifled.
Simon Lardner[footnoteRef:41] [41:  Comments attributed to Simon Lardner.] 




Some governments around the world have reserved spectrum for private industrial applications.[footnoteRef:42] And there is a strong positive correlation between private wireless network deployment and governments making spectrum available for industrial purposes or private wireless networks.[footnoteRef:43]  [42:  For example, the United States has reserved spectrum available at 3.5–3.7 GHz, Germany at 3.7–3.8 GHz and Japan at 1.9 GHz and between 4.6 GHz and 4.9 GHz. ]  [43:  GSA, Private Mobile Networks: May 2023 Member Report, GSA, 2023. p.10, accessed 14 June 2023.] 

Compared to other jurisdictions, Australia has released, and under current mid-band allocations, is making a significant amount of spectrum that could be used for private wireless networks.[footnoteRef:44] About 5,400 MHz worth of spectrum will be made available in total. This includes 4,800 MHz at millimetre wave frequencies between 26 GHz and 28 GHz, and 600 MHz between 3.4 GHz and 4 GHz.  [44:  Haas, R, Survey shows that private network spectrum is globally fragmented [subscription news article], PolicyTracker, 4 August 2023. Accessed 30 August 2023. ] 


In terms of other countries, Germany has released  3,350 MHz with most of that also around 26 GHz. And then the UK with 2,656 MHz also at high band frequencies. 

To date, the most common frequencies for deployment around the world (56.5% of deployments) is between 3.5 GHz and 3.7 GHz.[footnoteRef:45]  [45:  GSA, Private Mobile Networks: May 2023 Member Report, pp. 9–10. ] 

This matches the frequencies made available by the United States, which has the most private wireless networks in the world, although estimates vary between 64 and 160 deployments.[footnoteRef:46] Germany, China, United Kingdom, Japan and Finland are also in the top 5, with dozens of deployments in each country.[footnoteRef:47] [46:  GlobalData, 5G & Private wireless network Deployments dashboard, Private Cellular (4G-5G) networks, accessed 18 April 2023 (64 deployments) and GSA, Private Mobile Networks: May 2023, p. 10, accessed 14 June 2023 (160 deployments).  ]  [47:  GSA, Private Mobile Networks: May 2023 Member Report, p. 10, and GlobalData, 5G & Private wireless network Deployments dashboard, Private Cellular (4G-5G) networks, (database), accessed 18 April 2023. These numbers reflect public announcements about deployments and not all deployments are announced. It is likely that the numbers in this table may underestimate the actual private networks, for example Australia’s count is between 9 and 20, far lower than industry estimates of 50. ] 

The access model for spectrum will determine the go-to-market strategy for adopters, according to companies that install and operate private wireless networks.[footnoteRef:48]  [48:  GlobalData, ACMA Report: GlobalData Perspective on Telecommunications Supply Chain. p. 38. Celona told GlobalData analysts that private wireless network deployment will ‘look a lot like enterprise wi-fi’.] 

Licence type suitability 
The ACMA carefully considers relevant licensing arrangements to match the licensing product to different forms of spectrum demand. For private networks, we support these use cases through licensing arrangements for local area wireless broadband.   
Recently, the ACMA introduced area-wide licences in response to changes in technology and requests from spectrum users for additional flexibility within the apparatus licensing system.[footnoteRef:49] There are plans for various spectrum releases between 3.4 GHz and 4 GHz for 2023 and 2024 (see Appendix D for frequencies relevant to private wireless networks). Australia’s radiocommunications licensing regime is explained in Appendix E.  [49:  For more details, see ACMA, Area-wide licensing: ACMA approach to introducing area-wide licences, ACMA website, Australian Government, 2020, accessed 15 April 2023. ] 

Area-wide licences are intended to provide licensees with building blocks to support a wide range of spectrum uses, network types, and service and technology uses. Notably, the area-wide licence type authorises radiocommunications devices within a specified area, rather than at specific locations.[footnoteRef:50]  [50:  This can facilitate and encourage the provision of mobile broadband and/or satellite services to regional and remote communities and improve connectivity in these locations.] 

Currently the smallest size for an area-wide licence at 26 GHz to 28 GHz is 500 meters x 500 meters. The 3 GHz to 4 GHz area-wide licence in remote areas is 1.8 km x 1.8 km or 3.2 km2 and the geographic size of the planned metro, regional and urban excise area-wide licences is expected to be the same (see table at Appendix D for details).
Interference
Interviews with industry participants revealed uncertainty about the size of area-wide licences and how interference will be managed if 2 neighbouring outdoor networks cannot cooperate to eliminate interference. However, the ACMA has proposed interference management techniques including synchronisation requirements.[footnoteRef:51]  [51:  See Draft Radiocommunications Licence Condition (Area-Wide Licence) Amendment Determination 2022 (No.1), Section 5, accessed 5 June 2023.] 

If private wireless networks are deployed indoors using higher frequency spectrum, there is unlikely to be interference between networks. 
	In our research spanning the past two years relating to private wireless networks we have not come across interference issues with private wireless networks as most physical sites are fairly isolated from each other. That said, this is yet another reason why long term private wireless networks will trend towards millimetre wave spectrum as there will not be any interference issues arising in most industrial settings. 
GlobalData[footnoteRef:52] [52:  GlobalData, ACMA Report: GlobalData Perspective on Telecommunications Supply Chain, p. 44.] 
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[bookmark: _Equipment_availability]Along with spectrum, equipment is a crucial ingredient in all wireless networks. Wireless equipment is manufactured for different radiofrequencies.  
This section examines: 
equipment availability for private wireless networks worldwide and in Australia
equipment vendors and the changing enterprise market 
equipment suitability for private wireless networks in Australia.
[bookmark: _Equipment_availability_1][bookmark: _Toc139373158][bookmark: _Toc146022992]Equipment availability
Research commissioned by the ACMA in late 2022 found network equipment manufacturers are still dealing with global supply chain challenges. The shortages started when growing demand for connected devices, particularly in cars, coincided with manufacturing shortages caused by the COVID19 pandemic. 
This includes delays in manufacturing semiconductors, the tools needed to manufacture telecommunications equipment and delays sourcing raw materials.[footnoteRef:53] [53:  GlobalData, ACMA Report: GlobalData Perspective on Telecommunications Supply Chain, p. 21.] 

The research found the supply shortage impacts ‘nearly every element of the communications sector’ from infrastructure down to laptops.[footnoteRef:54] Fortunately, Australia is not any worse off than comparable markets due to the globalised nature of supply chains.   [54:  GlobalData, ACMA Report: GlobalData Perspective on Telecommunications Supply Chain, p. 21.] 

Wireless networking equipment is manufactured for specific frequencies and purposes. When undertaking spectrum management, the ACMA considers:
domestic and international trends in spectrum use
harmonisation and technology standardisation
technology evolution
feedback from stakeholders 
the least restrictive approach to achieve policy objectives.[footnoteRef:55]  [55:  For more details, see ACMA, Five-year Spectrum Outlook 2023–28 and 2023–23 work program, ACMA website, Australian Government, 2023, p. 26, accessed 1 May 2023. ] 

Harmonising spectrum allocations with other major economies means Australian businesses and consumers can access equipment manufactured for European, North American or Asian wireless networks.  
Is 4G and 5G private wireless network equipment available now? 
The global market for 4G and 5G user equipment has over 35,000 devices. Enterprises may not be able to find the right industrial equipment straight away for 5G standalone networks or millimetre wave frequencies (see Case study 2). 
While the market for 5G standalone equipment is currently smaller, it is growing quickly. The ACMA expects this equipment to be available in the short term, particularly at the most used frequencies of 3.5 to 3.7 GHz.[footnoteRef:56] [56:  ACMA, Proposed spectrum re-allocation declaration for the 3.4 GHz and 3.7 GHz bands, ACMA, Australian Government, July 2022, p. 15, ‘While we acknowledge the arguments for local area wireless broadband (LA WBB) operators wanting access to 4G spectrum, we consider the equipment ecosystem and associated costs can be expected to change in the short term’.  ] 

Wireless robotic equipment needs communications devices that are ultra-reliable and low latency. These communications devices were first released in 2016. Several models of these devices were available in late 2022. Availability is not expected to develop until later in 2023 or 2024, according to the president of mobile networks at Nokia.[footnoteRef:57]   [57:  T Uitto, Special Call to Nokia investors [transcript], Nokia Oyj, 1 December 2022, accessed 20 July 2023.] 

There is also limited equipment available at millimetre wave frequencies such as 26 GHz. GlobalData notes it could be another 3 to 5 years before equipment is readily available at this frequency and products are likely to be more expensive than for lower frequencies.[footnoteRef:58]   [58:  GlobalData, ACMA Report: GlobalData Perspective on Telecommunications Supply Chain, p. 45.] 

Deployment considerations
Private mobile networks use the same network building blocks as 4G/LTE or 5G public mobile networks. 
However, if the entire network is operating at 3.8 GHz or higher, then it must be a 5G standalone network.[footnoteRef:59] The equipment market for 5G standalone is less mature than 
for LTE/4G and 5G non-standalone. [59:  Comments from interview with Rob Joyce, Chief Technology Officer for Nokia in Australia and New Zealand, February 2023; Manufacturers follow the equipment standards set by 3GPP, a global standards organisation. Technical standards for LTE/4G operating bands range from 699 MHz up to 3.8 GHz (except for 2 unlicensed bands between 5.15 GHz and 5.92 GHz). However, equipment maker Cambium does manufacture some fixed wireless equipment that operates up to 3.9 GHz.] 

Some 5G standards are still under development and early adopters risk purchasing equipment that does not meet future standards. For example, the technical standards for the Future Railway Mobile Communication System using 5G technology are nearing finalisation. 
Enterprises may delay deploying 5G standalone private wireless infrastructure until 
the equipment market matures, and worldwide standards are finalised.
Two 5G standalone trials conducted in Australia in late 2022 sought out bespoke equipment because what they needed was not commercially available at the time. This included:
one trial where the current range of indoor 5G standalone equipment was not suitable for the trial’s industrial conditions (see Case study 2)
another trial where technicians in Finland sent special software to Sydney to reconfigure 5G robots. The robots needed to send far more data to the network (uplink) than they needed to download from the network (downlink). This is the opposite of most connected equipment (see Case study 3 and ‘Equipment suitability’ below).
Equipment vendors
The leading 4G and 5G private wireless network equipment vendors around the world include[footnoteRef:60]: [60:  In 2018, the Australian government banned certain 5G equipment providers from providing 5G technology to Australia. This reduced the diversity of 5G equipment available to network owners and operators. The ban was formalised in the Telecommunication Sector Security Reforms (TSSR), which still apply to all ‘carriers, carriage service providers and carriage service intermediaries’ and imposes reporting rules and security obligations on the carriers. However, it is unclear if the equipment ban extends to private 5G networks, a product that was not well known in 2018. ] 

Celona
Cisco
Ericsson
Huawei
LG
Naver Cloud Korea
Panasonic
Fujitsu
NEC 
Nokia
Samsung
ZTE.
In Australia, the major suppliers to the 5G core market include Cisco and Ericsson, while the RAN market is dominated by Ericsson and Nokia, which are currently the primary suppliers to public mobile network operators.[footnoteRef:61]  [61:  GlobalData, ACMA Report: GlobalData Perspective on Telecommunications Supply Chain.] 

Samsung has indicated its interest in entering the 5G private wireless network market in Australia.[footnoteRef:62] [62:  GlobalData, ACMA Report: GlobalData Perspective on Telecommunications Supply Chain.  ] 

System integrators Celona, Verizon and NTT have expressed interest in entering the Australian market. Celona also manufactures private wireless networking equipment but has not started selling it in Australia.[footnoteRef:63]  [63:  GlobalData, ACMA Report: GlobalData Perspective on Telecommunications Supply Chain.] 

Private wireless networks open a new source of competition in the enterprise mobile market, which is currently served by mobile network operators and some mobile virtual-network operators. 
Mobile network operators could face future competition from: 
mobile infrastructure vendors (like Ericsson and Nokia)
enterprise network equipment vendors
dedicated private wireless network specialists.[footnoteRef:64]   [64:  K Weldon, Who’s winning the wireless private wireless network race?, Analyst blog, GlobalData, 21 September 2020, accessed 12 February 2023. ] 

Australian network operators have been forming partnerships with private wireless network system integrators. Telstra Purple acquired Aqura Technolgies in early 2022 and Vocus acquired Challenge Networks in early 2023.[footnoteRef:65]  [65:  Telstra Purple, Telstra Purple acquires Alliance Automation and Aqura Technologies [media release], 31 January 2022, accessed 30 June 2023; Vocus, Vocus completes acquisition of private LTE/5G network provider Challenge Networks [media release], 12 May 2023, accessed 30 June 2023. ] 

Equipment manufacturers and network system integrators also recognise this opportunity and are repositioning their businesses to take advantage of it. For example: 
Nokia recently increased its 5G research and development spending to €2.2 billion. It wants to take a larger market share of the predicted 28% annual growth in the private wireless network equipment market, which is expected to reach €5 billion by 2030.[footnoteRef:66] It recently extended its partnership with Kyndryl, which specialises in LTE and 5G private wireless networking.[footnoteRef:67]  [66:  T Uitto, Special Call to Nokia investors [transcript]; Nokia, Mobile Networks Progress Update [Investor Presentation], 1 December 2022, accessed 1 May 2023.]  [67:  Nokia (2023), Nokia and Kyndryl expand global network and edge computing alliance [media release], Nokia, 14 February 2023, accessed 1 March 2023. ] 

Ericsson expects the private wireless network equipment market to grow 34% over the next 3 years to US$1 billion.[footnoteRef:68] It purchased enterprise wireless edge specialist Cradlepoint for US$1.1 billion in 2020 to accelerate its 5G for enterprise products.[footnoteRef:69]  [68:  Ericsson (2022), Ericsson Capital Market Day 2022 [presentation], Ericsson, 15 December 2022, p.35, accessed 3 February 2023. ]  [69:  Ericsson (2020), Ericsson completes acquisition of Cradlepoint [media release], Ericsson, 20 November 2020, accessed 18 March 2023.] 

Japanese technology and fixed telecommunications company NTT is pivoting towards systems integration to sell 5G private wireless networks as a service without any involvement from carriers. NTT recently started hiring mobile network specialists with experience in spectrum purchasing in the US and Europe and may expand this role into Asia as well.[footnoteRef:70]  [70:  Comments attributed to Peter Gray, senior vice president in NTT New Ventures and Innovation. Getting access to spectrum is a complex transaction that differs from country to country. Spectrum purchasing is a skill that was previously only useful for mobile network operators. ] 
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[bookmark: _Toc139373160]Industrial conditions
Recent 5G private wireless network trials in Australia that used mid-band spectrum found the existing range of indoor networking equipment was not suitable for tough industrial conditions, such as daily washing, disinfecting and extreme temperatures[footnoteRef:71] (see Case study 2). [71:  Comments attributed to Stephen Farrugia, chief technology officer, BAI Communications Australia, Interview with ACMA on 22 November 2022. BAI conducted a 5G Standalone Private wireless network trial at an abattoir. See Case Study 2. ] 

	[bookmark: _Toc146022994][bookmark: _Toc139373161][bookmark: _Toc140741286]Case study 2: BAI Communications/Australian Meat Processor Corporation 

	This case study highlights challenges in securing appropriate equipment for a 5G private wireless trial in late 2022. 
This is a case study of a temporary private wireless network built as part of a government-funded trial of standalone 5G technology with the Australian Meat Processor Corporation (AMPC) and leading developer of augmented intelligence technologies, Bondi Labs. 
BAI Communications Australia designed, supplied and installed a private 5G network inside an abattoir in regional New South Wales.  
Purpose: Initially to provide a high-speed video link for remote animal inspections by vets. However, the trial shifted to high-speed label and product packaging verification. This is an important part of traceability in the global meat supply chain.  
Timing: Concluded in December 2022.
Barriers: 
Retrofitting an old industrial building that had different small rooms added over many years and heavy machinery was difficult compared to setting up inside an open-plan warehouse with a single large room.
Industrial areas are usually located in outer-urban areas or regional areas that have poor fixed telecommunications connectivity, but this can be solved with high-capacity wireless connections known as microwave backhaul. 
Small equipment range at 3.8 GHz.
Background: The 5G private wireless network operated at the top end of 3.8 GHz using spectrum issued through a scientific licence. BAI built a core and base stations and used 8 radio heads inside the building. It used microwave backhaul because there was no fibre connection to the abattoir.
BAI used a Nokia handset from HMD and a wi-fi hotspot device from Zyxel. 
BAI said the current range of indoor equipment was not suited to tough industrial conditions. Indoor radio antennas were subject to a wide range of temperatures inside the abattoir, including freezers and fridges and were exposed to blood splashes and regular cleaning. 
5G technology can carry hundreds more robots and connected machinery than 4G/LTE technology. This is because it can upload more data than 4G/LTE. Higher upload capacity reduces lag or latency. This means the network is quick enough for on-site computers to analyse data rather than the robots or devices. This uses less battery power on the connected devices and extends their running time.  



The need to mix and match equipment to suit the physical conditions of every enterprise will be helped by the progress of the open radio access network principles – known as OpenRAN or ORAN – endorsed by the Australian Government in late 2022.[footnoteRef:72]    [72:  Minister for Home Affairs, Telecommunications supplier diversity: Joint statement between Australia, Canada, the United Kingdom and the United States of America on Telecommunications Supplier Diversity [media release], The Hon Clare O’Neil Minister for Home Affairs, 8 December 2022, accessed 20 December 2022. ORAN allows radio access networks to be built using parts from different vendors. ] 

The principles encourage manufacturers to sell interoperable equipment that meets generic standards. This way, a single network can be built using equipment from many different suppliers. It moves away from a long-term practice of having end-to-end radio access networks provided by a single vendor.
In recent 5G standalone trials, Nokia Australia worked with its parent company in Finland to adapt existing equipment for higher uplink requirements (see Case study 3). 
	[bookmark: _Toc139373163][bookmark: _Toc140741287][bookmark: _Toc146022995]Case study 3: Nokia and University of Technology Sydney 

	This is a case study of a 5G standalone private wireless networking trial that demonstrates equipment and spectrum challenges. 
Purpose: To test collaborative robots (cobots), which perform predefined tasks repeatedly and reliably alongside humans. 
Timing: The trial concluded in December 2022, but the network remains operational.
Barriers: 
· Equipment and handset costs are high at millimetre wave frequencies (but this is likely to change over time as the 5G equipment becomes more readily available).
Background: In partnership with the University of Technology Sydney, Nokia’s 5G Futures Lab tested cobots on a 5G standalone (3.5 GHz) and non-standalone (2.1 GHz and 28 GHz) network. 
They used an area-wide licence at 28 GHz but also have access to 3.5 GHz spectrum through an agreement with TPG. 
They started with 100 MHz at 3.5 GHz to deliver 1000 Mbps downlink and 150 Mbps uplink, but this was not enough uplink bandwidth for the cobot’s data streams. 
They ended up using a mix of carrier spectrum at 2.1 GHz and 28 GHz and special software from Finland to deliver more uplink than downlink. This generated 2 Gbps uplink but used a carrier bandwidth of 400 MHz.  
The most significant finding during this project was the shift in throughput requirements from the heavily biased downlink commercial networks that we see today to the heavily uplink biased networks required by Industry 4.0. 
This represents a paradigm shift which has been fed back to Nokia R&D teams in order to shape the design of our future 5G enterprise network products.
 Nokia 5G Connected Cobots: Final Report
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As part of this research project, the ACMA contacted peak bodies and organisations considered likely to be private wireless network early adopters (see Appendix B for a full list). This was assisted by the Australian Radio Communications Industry Association, which notified members about the project.[footnoteRef:73]   [73:  The Australian Industry Group, Australian Contractors Association, Australian Water Association and Logistics Council kindly declined the participate due to other priorities. The Energy Networks Association and Australasian Railway Association forwarded the request to members, which generated 2 responses from each sector. ] 

Through these interviews, we determined that while there is healthy demand for private wireless networks in the mining sector, there are challenges for the adoption of private wireless networks across other industries, including: 
cost of installation and cost of upgrading operating equipment
lack of connectivity for backhaul – high-capacity connections carrying large volumes of traffic – in outer urban and regional areas
length of time and coordination involved in replacing existing wireless equipment on functioning infrastructure, such as urban rail.
This section discusses each of these challenges.
[bookmark: _Toc146022997]Cost 
Costs will vary depending on the spectrum frequency used. Higher frequencies will need more transmission equipment to carry wireless signals over long distances. As such, the total cost may be too high for some businesses to deploy a private network. 
Other costs for deploying a private network include: 
paying for spectrum access
hiring skilled staff to manage a private wireless network
upgrading existing equipment to suit new technology.[footnoteRef:74] [74:  M Lin and C Wu, Private 5G networks: Secure connectivity for Industry 4.0, Deloitte, 2022, p.13, accessed 15 February 2023. ] 

Some types of buildings are better suited to private wireless networks, so choosing to install a network may require the enterprise to move premises. Case study 2 highlighted a 5G standalone trial that found retrofitting an old building difficult. The enterprise may need to move to open plan premises like a warehouse. Alternatively, the enterprise may need to install more networking equipment to ensure signals cover the entire premises.[footnoteRef:75]  [75:  GlobalData, ACMA Report: GlobalData Perspective on Telecommunications Supply Chain.] 

On the other hand, some interviewees indicated a private wireless network would be cheaper than their current wireless communications costs (see Case study 4 below).  
The Australian Government recently provided $19.5 million for 19 standalone 5G trials to expand potential use cases.[footnoteRef:76] The projects covered sectors such as agriculture, mining, food processing, local government health services, manufacturing, logistics, emergency services and transportation.  [76:  DITRDCA (Department of Infrastructure, Transport, Regional Development, Communications and the Arts), The Australian 5G Innovation Initiative [website], n.d., accessed 16 February 2023.] 


	[bookmark: _Case_Study_5:][bookmark: _Toc139373165][bookmark: _Toc140741290][bookmark: _Toc146022998]Case study 4: Tech Event Pty Ltd

	This case study highlights a company that wants to build a private wireless network needing flexible access to spectrum at any location in Australia.
The ACMA interviewed Dan Beattie, the director of Tech Event Pty Ltd, which manages wireless communications for major sporting and cultural events. Apart from communications used to coordinate the events and race, he also provides data, internet and telemetry used for live broadcasts on free-to-air television and subscription television. Motor racing is an increasingly popular sport on subscription television and subscription video. 
Purpose: Wireless communications to set up for race events or music festivals and coordinate operations and safety on the day. High-speed connectivity is essential for live coverage on race day. 
Timing: Whenever spectrum with suitable equipment becomes available.
Barriers: Motor racing events can be held at many different locations around Australia, but some race tracks may only be used once every few years. Race tracks are often in outer-urban or regional locations with poor connectivity.
Background: Currently, Mr Beattie’s team uses public 4G mobile networks to send information between cars and servers. This provides TV with information about race technicalities but is also the emergency warning system for drivers about hazards. The public mobile network is also used to send real time information about accidents to rescue teams. 
However, the cars are moving very fast between the 4G towers and will pass up to 7 cells in a lap around a single track. They would like to upgrade to 5G because signals can travel up to 500 km/h. This would improve televised coverage. 
Public mobile networks reach capacity as the crowd gathers and 5G mobile coverage may be weak in the outer urban and regional areas where racetracks are located. 
Tech Event currently uses Kenwood and Icom radio units and pays a licence for each paired Kenwood repeater at every event, which is costly. The radios operate at between 450 MHz and 512 MHz. 
They run about 72 fibre optic cables around the track for vision for live video, but this system has no back-up – it can be knocked out if a car crashes and slices through the cables. 
Mr Beattie considers that ‘everything could work off 4G or 5G if Event Tech could build a temporary private wireless network.’
Any frequency of spectrum would suit purposes as all racetracks operate within a space of 2 square kilometres. The event can be managed through on-site connectivity alone – it does not need a high-capacity internet connection. Mr Beattie says he can use a microwave or satellite dish if he does need an internet connection. 
The best certainty for us would be that we have a chunk of spectrum that you can use wherever you like in Australia.
Dan Beattie, Director of Tech Event.


[bookmark: _Toc146022999]Time 
Once the cost, spectrum, equipment and connectivity requirements are clarified, there are remaining challenges to address in replacing existing equipment and integrating new equipment into networks in brownfield sites. 
The state rail authorities expect it will take years to install 4G or 5G private wireless networks, even though they already have spectrum access. For example: 
the PTAWA private network already under construction will take 4 years to complete 
Queensland Rail currently operates a 2G network that meets Global System for Mobile Communications – Railway standards. This is expected to be upgraded to 4G or 5G technology after the new Future Railway Mobile Communication System standards are set and equipment becomes available.[footnoteRef:77]  [77:  Comments from Queensland Rail response to ACMA interview process, December 2022. ] 

[bookmark: _Toc146023000]Connectivity
Another challenge for private wireless networks may be the access to broadband infrastructure outside city centres. Industrial businesses are usually based in outer-urban areas that may have fewer connectivity options than inner-city areas well served by fibre. 
Mining and resources companies keep a lot of their network traffic on site, they also use a mixture of fibre, satellite and microwave backhaul to connect to the internet and company intranets. 
Agricultural sector specialists have indicted low earth orbit (LEO) satellites would provide sufficient backhaul for private wireless networks based in regional areas.[footnoteRef:78] Recent trials based in regional NSW used microwave links to deliver broadband backhaul.[footnoteRef:79]  [78:  Comments from L Bradford, chief operating officer of Connected Farms, during interviews with the ACMA in December 2022. ]  [79:  Comments from S Farrugia, BAI Communications Australia, during interviews with the ACMA in December 2022.  ] 

Public event organisers have indicated temporary communication and broadcast networks will operate using an intranet (closed local network), but they could connect to the internet if needed using microwave or satellite links from communications trucks.[footnoteRef:80]  [80:  Comments from D Beattie, director of Tech Event Pty Ltd in interview with the ACMA in November 2022 and February 2023. ] 

[bookmark: _Toc146023001]Options other than private wireless networks 
For some companies and organisations, other wireless networking options may be preferred over a dedicated 4G or 5G private wireless network.
Public mobile networks
Australia has 3 national public mobile networks operated by Telstra, Optus and TPG Telecom. These networks and regional telcos, such as Pivotel and Field Solutions Group, are available to both consumers and enterprise customers. Public networks cover up to 99.4% of the population or 34% of Australia’s land mass.[footnoteRef:81]   [81:  Telstra’s mobile network covers 2.6 million square kilometres, but Australia’s landmass is 7.6 million square kilometres. ] 

Public-private (hybrid) networks
Mobile network operators have developed a new enterprise product called ‘network slicing’. [footnoteRef:82] The mobile network operator can tailor a slice to an enterprise’s needs and can prioritise certain traffic (such as Telstra’s LANES product). However, the slice is only available if the public network is operational.[footnoteRef:83]  [82:  Ericsson, Telstra in partnership with Ericsson announce suite of upcoming 5G Standalone automated and orchestrated services for enterprises [media release], 1 September 2022, accessed 30 November 2022. See for example: S Sehgal, Connecting Construction sites months sooner with 5G Standalone enabled Network Slicing, Telstra Exchange, 28 February 2023, accessed 15 March 2023; Optus, Optus Demonstrates Australian first network capability with Ericsson at Tech Day [media release], Optus, 14 February 2023, accessed 15 March 2023; TPG Group, TPG Telecom triples 5G coverage in network supercharge [media release], TPG Telecom, 15 November 2021, accessed 15 March 2023.]  [83:  Public mobile networks are susceptible during natural disasters and may get knocked out by fire or flood. They do not provide a public safety grade network. Comments from Interview with Public Safety Solutions division within South Australia Attorney-General’s Department, November 2022.] 

Wireless LAN (WLAN), fixed wireless and wi-fi
Wireless networking connects multiple devices within a limited physical space, such as laptops or fixed robots. In urban areas where there is access to fibre networks, some organisations have deployed networks using a mix of fixed wireless access and fibre technologies. 
See Appendix C for how these products operate compared to private wireless networks.
Major Australian city councils use a mix of technology for connectivity, for example, private fibre networks for closed circuit television. They also use a range of public mobile networks for sensors including sim cards, wi-fi, LoRAWAN and narrowband IoT.[footnoteRef:84]  [84:  Response from City of Sydney to ACMA questionnaire. See also, City of Melbourne, Data in the park – Argyle Square, City of Melbourne website, 2022, accessed 14 June 2023. ] 

Deployment considerations
Organisations may wait before further digitalising their operations. Legacy network technologies such as wi-fi and ethernet are now embedded in businesses and operational systems and could last for many more years. Upgrading to LTE or 5G equipment raises both equipment cost and integration considerations.. 
An energy distribution company told the ACMA it will consider private wireless network as well as enterprise solutions when existing equipment reaches the end of its life. However, a 3G network installed many years ago was not renewed or upgraded once the equipment became obsolete.[footnoteRef:85]   [85:  Survey response from electricity network operator who wished to remain anonymous. ] 

	[bookmark: _Toc146023002]Case study 5: Brisbane City Council

	This case study highlights an enterprise that has adopted an enterprise mobile virtual network provider model. 
Brisbane City Council provides municipal services to people and businesses across a metropolitan and urban landscape covering 1,343 km.2 The central business district covers 2.5 km.2 It has the largest budget of any local government in Australia.[footnoteRef:86] [86:  $3.6 billion in expenditure in 2021–22. See Annual Report 2021-22, Brisbane City Council, p. 17, accessed 18 June 2023. ] 

The council’s information services branch enables connectivity to digital services for customers and employees. The branch has considered private wireless networks for internal use. However, it doesn’t believe the costs involved to both establish and operate the network will deliver sufficient benefits compared to the current arrangement of enterprise mobile virtual private network, telemetry, dark fibre, wi-fi and enterprise mobile services.  
Purpose: The council already uses a secure network for mobile workers in vehicles and on foot through a telecommunications provider e.g., parking enforcement and field services staff with mobile tablets. 
Timing: As of early 2023, there are no plans to build a private wireless network. 
Barriers: Brisbane City Council said could not find spectrum available for a private wireless network in this capital city appropriate for building a network to cover the entire council area. Existing private APN network has bandwidth constraint of 100 Mbps. 
The council must also coordinate any equipment or spectrum upgrades in collaboration with at least 13 different external organisations. These include the State Emergency Service, the Bureau of Meteorology, state government, transport companies and utilities companies. A substantial amount of equipment is jointly managed with these other agencies, which means the council would have to continue legacy networks until everyone is updated.
Background: The Council has adopted a decentralised approach to its network management to provide the council with flexibility and agility. This has been viewed as more valuable than establishing a centrally managed private wireless network. 
During interviews with the ACMA, council staff advised that the council owns dark fibre across the city, and this can be converted to wi-fi at the edges when needed. 
Council outsources a wide-area network to Optus, which also provides telephony services. This has provided reliable and secure application connectivity. The council may upgrade to enterprise 5G in future as current network is constrained to 100Mbps. 
If the council established a centralised and internally managed private wireless network, extra capabilities would be needed beyond what currently exists to manage the fully outsourced telecommunications services.[footnoteRef:87]   [87:  Based on interview with representatives from Brisbane City Council by ACMA in November 2022. ] 




[bookmark: _Toc139373166][bookmark: _Toc146023003]Conclusion
This report discussed the current opportunities and challenges for deploying private wireless networks in Australia. 
The domestic mining and resources sector is already well advanced in deploying private wireless networks. There are an estimated 50 private wireless networks operating in Australian mines using 4G and LTE technology. They are often in remote regions and use apparatus licences using mid-band spectrum.[footnoteRef:88]  [88:  Based on analysis of the Register of Radiocommunications Licences] 

The focus of this report was on dedicated networks – rather than network slicing – to highlight potential demand for spectrum outside the telecommunications sector. That is, companies accessing spectrum directly for private use. 
The key factors for deploying private wireless networks are:
a sound business case for digitising operations
the cost and complexity of deploying a network at particular locations
securing spectrum at desired frequencies in particular locations
access to a range of industrial-grade wireless equipment at suitable frequencies.
The ACMA has spectrum releases in mid-band spectrum (3.4–4.0 GHz) underway to make spectrum available across metropolitan, regional and remote areas under both spectrum and apparatus licensing. This spectrum can be used for a wide range of uses, including for private wireless networks. The ACMA has already released millimetre wave spectrum (26 and 28 GHz) to support highly localised wireless broadband, including private wireless network use cases 
The opportunity to build private networks directly for businesses is attracting equipment manufacturers and system integrators to this new market. 
Private wireless networks present new challenges and opportunities for enterprises. The ACMA will continue to monitor developments including as they relate to demand for spectrum. 
[bookmark: _Appendix_A_–Glossary][bookmark: _Toc139373167][bookmark: _Toc146023004]Appendix A – Glossary
Glossary
	Acronym
	Meaning

	3G
	Third generation of mobile technology enabling mobile broadband, available in Australia since 2006

	4G
	Fourth generation of mobile technology, available in Australia since 2011

	5G
	Fifth generation of mobile technology, available in Australia since 2020

	Backhaul
	Transmission services carrying data between 2 locations. Usually a high-capacity, high-speed link carrying voice, data, video and other content. Often using fibre optic cable, but also microwave and satellite links. 

	Downlink
	Data travelling to a device from a network   

	GAMBoD
	GSA analyser for Mobile Broadband Devices (proprietary analysis tool)

	LTE
	Long-term evolution (mobile networking technology) 

	ORAN
	Open Radio Access Network (vendor diversity) 

	Uplink
	Data travelling from a device to a network 

	wi-fi
	Wireless fidelity – a type of radio communication that sends signals using radio waves from a router to nearby devices 



[bookmark: _Appendix_B_–][bookmark: _Toc139373168][bookmark: _Toc146023005]Appendix B – Interviews
Interviewees and respondents
Brisbane City Council
Attorney General’s Department of South Australia – Public Safety Solutions section
BAI Communications Australia
Nokia Australia
Aqura Technologies – private wireless network deployment specialist
Public Transport Authority of Western Australia
Mr Dan Beattie – Director of Tech Events
ConnectedFarms
NTT Australia
Network and equipment specialist (requested anonymity)
Queensland Rail
Challenge Networks
Note: Two other organisations were interviewed that did not want to be identified  
Organisations contacted
Australian Industry Group (AiG)
Australian Constructors Association (ACA)
Energy Network Australia (ENA)
Australian Radio Communications Industry Association (ARCIA)
Sydney City Council
Brisbane City Council
Australian Logistics Council
Australasian Railway Association
Water Services Association of Australia
[bookmark: _Appendix_C_–][bookmark: _Toc139373169][bookmark: _Toc146023006]Appendix C – Technology performance comparison
Operation of existing wireless solutions compared to private wireless 
	Existing solution
	Limitations

	WLAN
	Proprietary standard WLAN is not suitable for mobile scenarios such as driverless transportation systems used in logistics. 
OSRAM and Deutsche Telekom are jointly testing the use of robots that move autonomously on the company premises – that is not under remote control. These autonomous vehicles require seamless radio cells. If WLAN were used, when these robots changed cells, they would have to stop and establish a connection with the new cell before they could continue.
Not compatible with public mobile networks.

	Wi-fi
(type of WLAN)
	Poor signal penetration underground or through buildings or over large areas. Expensive to administer. Data not automatically encrypted. 
Harder for automated equipment to switch from wi-fi to public mobile, than from private to public mobile. 
Cannot prioritise users. This means mission critical equipment may lose signal if less important users/devices drain the network. 
Cannot carry the same volume of connected devices at low latencies as long-term evolution or 5G. 

	Public 4G LTE
	Computing processes run on a back end deep in the core network architecture (that is, located offsite), potentially causing latency problems.
Network owner cannot guarantee speeds and capacity on a shared network. 
Not always available in the specific area it is needed. 

	Public 5G (including network slicing) 
	5G networks introduce technologies such as network slicing, ultra-reliable low latency communications, massive machine type communication and edge computing making it ideal for many industrial internet-of-things applications.
However, the mobile network operator retains full control of the spectrum and the network performance, which may be undesirable where an enterprise requires greater network control and reliability.


Source: 5G technology in industrial campus networks, Deutsche Telekom and Westrup, W., Blog Post: Should you build a Private 5G or LTE network?, Sierra Wireless, 23 June 2022, and Singtel, Public VS private 5G – Which is better?, Accessed 21 November 2021.

[bookmark: _Appendix_D_–][bookmark: _What_types_of][bookmark: _Appendix_E_–][bookmark: _Toc139373170][bookmark: _Toc146023007][bookmark: _Toc139373171]Appendix D – Spectrum available for private wireless networks
Allocation of scarce spectrum resources is a matter for individual governments, but there is a degree of global harmonisation through the International Telecommunication Union (ITU). 
The ACMA updates its spectrum allocation plans through the five-year spectrum outlook (FYSO). The 2022–27 FYSO, released in November 2022, outlines the ACMA’s proposals to make spectrum available for local wireless broadband, or local private wireless networks.[footnoteRef:89] A 2021 information paper is also available.    [89:  ACMA, Five-year spectrum outlook 2022-27 and 2022-23 work program, September 2022.] 

The ACMA has released spectrum as area-wide licences in the 26 GHz and 28 GHz bands. In addition, the ACMA is planning mid-band spectrum releases in the next 24 months that could be used for private wireless networks. These are outlined in Table 6 below. 
Apparatus licences 
	Band
	Location
	Relevance to private wireless networks
	Licence type

	
Mid-band

	1800 MHz (also known as 3GPP Band 3)
	Available for apparatus licensing in remote areas only. Commonly used for private wireless networks for mining operations
	Apparatus licence (remote areas)

	
	1900–1920 MHz
	This band is currently under review
Available in regional and remote areas. Commonly used for private wireless networks for mining operations and wireless internet service providers (WISPs)
	Apparatus licence

	
	2100 MHz (also known as 3GPP Band 1)

	Available for apparatus licensing in regional and remote areas. Commonly used for private wireless networks for mining operations and WISPs 
	Apparatus licence (regional and remote)


	
	3.4-4.0 GHz*
	(See table below) 
	Apparatus licence

	
	5.6 GHz
	Available in regional areas. Used by WISPs and mining operations
	Apparatus licence

	High-band
	24.25–25.1 GHz, 24.7–25.1 GHz 
and
27.5–29.5 GHz
	Available for private wireless networks Australia-wide through apparatus licensing
	Apparatus licence

	
	25.1–27.5 GHz
	Available for private wireless networks in regional and remote areas 
	Apparatus licence


*Following consultation on potential interference with altimeters operating at 4.2–4.4 GHz, the ACMA agreed to mitigations on new wireless broadband deployments near airports and at frequencies above 3.7 GHz until 31 March 2026. This will give the aviation sector time to upgrade radio altimeter performance. Full details in the outcomes paper released in June 2023. 
There are also multiple class licences available. Of most interest for private networks is the Radiocommunications (Low Interference Potential Devices) Class Licence 2015. They are free to use, but there is no coordinated protection from interference and users need to consider if they are fit for purpose. 
A full list is available in schedule 1 of the Radiocommunications (Low Interference Potential Devices) Class Licence 2015.
Examples of class licences 
	Band
	Location
	Relevance to private wireless networks
	Licence type

	Low-band
	915–935 MHz
	Flexible use. Can be combined with apparatus licence.  
	Class licence

	
Mid-band

	2.4–2.483.5 GHz
	(as above)
	Class licence

	
	5.15–5.35 GHz
	(as above)
	Class licence

	
	5.47–5.6 GHz
	(as above)
	Class licence

	
	5.65–5.725 GHz
	(as above)
	Class licence

	
	5.725–5.85 GHz
	(as above)
	Class licence

	High-band
	24.25–25.1 GHz
	(as above)
	Class licence

	
	57–71 GHz
	May have restrictions on effective isotropic radiated power, indoor and outdoor use, transmit power control, and dynamic frequency selection. 
	



In addition, the ACMA is planning the following spectrum releases that could be used for private wireless networks: [footnoteRef:90] [90:  ACMA website, Allocating the 3.4-4.0 GHz band, accessed 6 March 2023; Caruso, L., Speech to RadComms 2022: licensing innovation, 15 November 2022] 

Mid-band spectrum releases that could be used for private wireless networks
	[bookmark: _Hlk136866369]Frequency
	Timing
	Type and method

	3.4–4 GHz: remote areas
	Q3 2023 – applications open and close in late July 2023 

	Area-wide licence by administrative allocation window

	3.4 GHz and 3.7 GHz: metro and regional areas
	Applications open in Q3 2023 for an auction to be held in Q4 2023 (estimated)
	Spectrum licence by auction

	3.8–3.95 GHz: metro and surrounding areas
	Q1 2024 
	Area-wide licence by administrative allocation window

	3.75–3.95 GHz: regional areas
	Q1 2024 
	Area-wide licence by administrative allocation window

	3.95–4 GHz: regional and metro areas
	TBD 
	Apparatus licence with restrictions on operation (e.g., low power) 
Allocation method is TBD

	3.4–3.475 GHz – urban excise areas
	TBD 
	Apparatus licence with restrictions on operation (e.g., low power) 
Allocation method is TBD


[bookmark: _Toc146023008]Appendix E – Radiofrequency allocation regime
[bookmark: _Toc146023009][bookmark: _Toc140741299]What types of licences does the ACMA issue? 
The ACMA has 3 licence types available to authorise access to spectrum – class, spectrum and apparatus licences. Each of these have differing characteristics with respect to the allocation method, approach to pricing, associated level of exclusivity and interference environment. 
Class licences
Class licences are a standing authorisation to access spectrum provided certain conditions are met, for example low power operation. Class licences are used to operate common radio equipment on shared frequencies (for example, cordless telephones, wi-fi, GPS and remote-controlled toys). They do not require any application or licence fees and are not taxed. Devices operating under a class licence, however, are typically not afforded protection from interference, this in combination with the shared nature of the spectrum can affect the quality of service. The ACMA has 16 class licences. 
Spectrum licences
Spectrum licences let radiocommunication devices operate in a specific geographic area at a frequency band with a high degree of exclusivity. This exclusivity reduces interference and provides a high quality of service. The geographic area can vary but can comprise the entire country. Spectrum licences are allocated via auction, tender, set price, negotiation or direct allocation. Auction is the preferred approach where demand exceeds supply. Spectrum licences have historically been used to deploy commercial mobile broadband networks. 
These licences may be issued for up to 20 years and can be traded wholly or in part. There are specific rules for spectrum licences set out in the Radiocommunications 
Act 1992. 
Apparatus licences
Apparatus licences cover most licences issued by the ACMA. Devices covered by apparatus licences vary from amateur radio to aeronautical communications to commercial broadcasting to public telecommunications services. They can be valid up to 20 years but are mostly for shorter periods. The ACMA generally renews the licence unless it is intending to reallocate the spectrum for other uses.
Users obtain a licence through either an accredited person or applying directly to the ACMA. Licences are generally sold at a set price based upon the apparatus licence tax formula. However, if demand exceeds supply, licences can and have been awarded via an auction process.
This category includes the area-wide licence system, which can be used for either private or public networks. 
An area-wide licence authorises the operation of one or more radiocommunications devices within a defined geographic area and within the frequencies specified on the licence, subject to defined conditions. 
Area-wide licences are intended to be scalable, enabling its use for authorising difference-sized geographic areas and bandwidths. Unlike existing apparatus licence types – which typically align with specific uses and purposes – the area-wide apparatus licence can authorise a variety of services, uses, applications and technologies. 
Arrangements for area-wide licences are in place in the 26 GHz and 28 GHz bands. There are also plans to allocate area-wide licence in those parts of the 3.4–4 GHz band that are not subject to spectrum licensing (see Appendix D for details).  
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5G non-standalone: uses 5G equipment for the radio access network (RAN) but
uses an existing 4G core network.

5G standalone: has a 5G RAN plus a 5G core network, which may be cloud based.
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