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Australian Government

Investigation report

Entity Commonwealth Bank of Australia

Australian Business Number | 123 123 124

Type of activity Commercial electronic messaging

Relevant Legislation Spam Act 2003

Findings

5,949 contraventions of subsubsection 16(1) [Unsolicited
commercial electronic messages must not be sent]

65,788,949 contraventions of subsection 18(1) [CEMs
must contain a functional unsubscribe facility]

Date 6 March 2023

Background

1.

The Australian Communications and Media Authority (ACMA) commenced an investigation
into Commonwealth Bank of Australia’s (CBA) compliance with the Spam Act 2003 (Spam
Act) on 18 October 2022 following consumer complaints.

CBA indicated to the ACMA that it failed to comply with the Spam Act by sending commercial
electronic messages (CEMs) that contained an unsubscribe facility that did not work or
required the recipient to log into their account to unsubscribe from further electronic marketing.

Complaints to the ACMA allege that CBA’s unsubscribe facility required consumers to log-in to
their account to opt-out of receiving further electronic marketing and/or that they were sent
electronic marketing after they made attempts to unsubscribe.

The investigation focused on 3 categories of CEMs:

a. CEMs sent to any electronic address between 8 September 2021 and 18 November 2022,
where the unsubscribe facility did not work,

b. For recipients who clicked on the CEM unsubscribe facility that did not work at paragraph
4.a., CEMs sent to those electronic addresses more than 5 business days after the
unsubscribe attempt between 8 September 2021 and 30 November 2022, and

c. CEMs sent to any electronic addresses between 30 November 2021 and 5 August 2022,
where the unsubscribe facility required the recipient to log-in to an account to unsubscribe.

The ACMA’s findings are based on submissions provided by CBA between 5 and 21
December 2022, in response to an ACMA information request.

The CEMSs subject to contravention findings are collectively referred to as the ‘investigated
messages’, specifically:

a. 5,949 CEMs sent between 27 May 2022 and 30 November 2022, in contravention of
subsection 16(1) of the Spam Act (refer to Attachment A to this report).

b. 65,788,949 CEMs sent between 30 November 2021 and 11 August 2022, in
contravention of subsection 18(1) of the Spam Act (refer to Attachment B to this
report).

The reasons for the ACMA’s findings, including the key elements which establish the
contraventions, are set out below.
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Relevant legislative provisions
Consent — subsection 16(1)

8. Under subsection 16(1) of the Spam Act, a person must not send, or cause to be sent, a CEM
that has an Australian link and is not a designated CEM.

9. Exceptions apply to this prohibition. Specifically, a person will not contravene subsection 16(1)
of the Spam Act where:

a. the relevant electronic account-holder consented to the sending of the CEM (subsection 16(2))

b. a person did not know, or could not have ascertained, that the CEM has an Australian link
(subsection 16(3)), or

c. aperson sent the message by mistake (subsection 16(4)).

10. Clause 6 of Schedule 2 to the Spam Act sets out when a person withdraws consent to receive
CEMs. Relevantly, paragraph 6(1)(d) provides:

(d) the relevant electronic account-holder, or a user of the relevant account, sends the
individual or organisation:

(i) a message to the effect that the account-holder does not want to receive any
further commercial electronic messages at that electronic address from or
authorised by that individual or organisation; or

(i) a message to similar effect.

11. Clause 6 of Schedule 2 to the Spam Act states that withdrawal of consent takes effect at the
end of the period of 5 business days beginning on the day the unsubscribe request was sent
(if the unsubscribe request was sent as an electronic message).

Unsubscribe function in CEMs — subsection 18(1)

12. Under subsection 18(1) of the Spam Act, a person must not send, or cause to be sent, a CEM
that has an Australian link and is not a designated CEM unless the message includes a
statement to the effect that the recipient may use an electronic address set out in the message
to send an unsubscribe message to the individual or organisation who authorised the sending of
the first-mentioned message (subparagraph 18(1)(c)(i)).

13. Paragraph 18(1)(c)(g) of the Spam Act sets out that the electronic address used in the
unsubscribe must comply with the conditions specified in the Spam Regulations. Paragraph 7(6)
of the Spam Regulations, in turn, sets out that:

The use of the electronic address must not require the recipient of the commercial
electronic message to:

(a) provide personal information (within the meaning of the Privacy Act 1988) other than
the electronic address to which the commercial electronic message was sent; or

(b) log in to an existing account, or create a new account, with:

(i) the person who sent the commercial electronic message or caused the
message to be sent; or

(i) the individual or organisation who authorised the sending of the commercial
electronic message.

14. Subsection 18(1) does not apply if:

a. a person did not know, or could not have ascertained, that a CEM has an Australian link
(subsection 18(2))

b. including an unsubscribe facility would be inconsistent with the terms of a contract or other
agreement (subsection 18(3)), or
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c. aperson sentthe CEM, or caused the CEM to be sent, by mistake (subsection 18(4)).
Evidential burden for exceptions

15. Under subsection 16(5) of the Spam Act, if an entity wishes to rely on any of the exceptions, it
bears the evidential burden in relation to that matter. This means that it needs to produce or point
to evidence that suggests a reasonable possibility that the exception applies.

Reason for findings
Issue 1: CEMs must not be sent

16. To determine CBA’s compliance with section 16 of the Spam Act, the ACMA has addressed
the following:

a. Is CBA a ‘person’ to which section 16 of the Spam Act applies?

b. If so, did CBA send or cause the investigated messages to be sent?
c. If so, were the messages commercial?

d. If so, did the CEMs have an Australian link?

e. If so, were the CEMs designated (designated messages are exempt from certain Spam
Act obligations)?

f.  If not, did CBA claim that the CEMs were subject to any exceptions?
g. If so, did CBA meet the evidential burden in relation to these claims?

17. If these conditions or elements of the offence are met (and the person has not raised an
exception which is supported by evidence) then contraventions are established.

Is CBA a ‘person’ to which section 16 of the Spam Act applies?

18. CBA is a company registered under the Corporations Act 2001 and is therefore a ‘person’ for
the purposes of the Spam Act.

Did CBA send, or cause to be sent, electronic messages?

19. CBA sent each of the investigated messages. CBA admitted it sent the messages on each date
during the periods investigated.

Were the electronic messages commercial?

20. Section 6 of the Spam Act defines a CEM as an electronic message where the purpose of the
message is to offer to supply, advertise or promote goods and services, having regard to:

a. the content of the message
b. the way in which the message is presented, and
c. the content located using links set out in the message.

21. CBA stated that the purpose of each investigated message was to promote or offer CBA’s
products and services, such as its personal and home loans, credit card loyalty program and
newsletters with a commercial purpose. Examples of indicative messages are at Attachment C.

22. Therefore, the investigated messages are CEMs.
Did the CEMs have an Australian link?

23. CBA’s central management and business registration was in Australia when it sent the
investigated messages. Therefore, the investigated messages had an Australian link.
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Were the CEMs designated?

24. The investigated messages were not designated CEMs for the purposes of paragraph 16(1)(b)
of the Spam Act because:

a. they consisted of more than factual information and were commercial in nature, and

b. CBA is not an entity of a type set out in clauses 3 or 4 of Schedule 1 to the Spam Act, i.e.,
a government body, registered charity, political party or educational institution.

Did CBA claim that any of the CEMs were subject to any exceptions?

25. CBA did not provided evidence or make claims to suggest that the investigated messages were
subject to any exceptions in the Spam Act.

Respondent submissions for Issue 1

26. CBA provided information that it sent 5,949 investigated messages to electronic addresses more
than 5 business days after the account-holders made an unsubscribe attempt. Therefore, each
account-holder effectively withdrew consent to receive CEMs under clause 6 of Schedule 2 to
the Spam Act.

27. CBA acknowledged the electronic address account-holders attempted to unsubscribe, yet it
continued sending CEMs more than 5 days after the unsubscribe requests. CBA claimed this
was caused by a technical issue where customers attempted to unsubscribe using an
unsubscribe facility in its email CEMs that did not work. Details of these contraventions are set
out in Attachment A.

Issue 1: Conclusion

28. As the elements to establish contraventions are met, the ACMA is of the view that CBA has
contravened section 16(1) of the Spam Act on 5,949 occasions between 27 May 2022 and 30
November 2022

Issue 2: CEMs must contain a functional unsubscribe facility

29. To determine CBA’s compliance with section 18 of the Spam Act, the ACMA must address the
following:

a. Is CBA a ‘person’ to which section 18 of the Spam Act applies?

b. If so, did CBA send or cause the investigated messages to be sent?
c. If so, were the messages commercial?

d. If so, did the CEMs have an Australian link?

e. If so, were the CEMs designated as exempt from the prohibition on sending unsolicited
messages?

f. If not, did the CEMs include a functional unsubscribe facility?
g. Ifnot, did CBA claim that the CEMs were subject to any exceptions?
h. If so, did CBA meet the evidential burden in relation to these claims?

30. CBA made admissions to the matters from paragraph 29 a. to e. for all investigated messages.
These were established above for a subset of the investigated messages under Issue 1 (above)
and are relevant to Issue 2.

Did the CEMs include a functional unsubscribe facility?

31. CBA sent 65,788,949 investigated messages without a functional unsubscribe facility in
contravention of subsection 18(1) of the Spam Act, consisting of:
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a. 4,015,407 email CEMs sent to electronic account-holders with an unsubscribe link that did
not work, and

b. 61,773,542 email CEMs where the unsubscribe facility required the recipient to log-in to an
existing account, which does not satisfy paragraph 18(1)(g) of the Spam Act.

32. Details of these contraventions are set out in Attachments B of this report.
Did CBA claim that any of the CEMs were subject to any exceptions?

33. CBA admitted that the investigated messages were sent without including a functional
unsubscribe facility due to human error or oversight.

34. CBA did not provide evidence or make claims to suggest that the investigated messages were
subject to any exceptions in the Spam Act.

Issue 2: Conclusion

35. As the elements to establish contraventions are met, the ACMA is of the view that CBA has
contravened section 18(1) of the Spam Act on 65,788,949 occasions between 30 November
2021 and 11 August 2022.

Conclusion
36. The ACMA finds that there are reasonable grounds to believe that CBA has contravened:

a. subsection 16(1) of the Spam Act in relation to 5,949 CEMS sent after consent had been
withdrawn from 27 May to 30 November 2022, and

b. subsection 18(1) of the Spam Act in relation to 65,788,949 CEMs sent without a functional
unsubscribe facility from 30 November 2021 to 11 August 2022.

Details of the investigated messages are set out in Attachment A and B.
Attachments

Attachment A — Section 16 Spam Act contravention details

Attachment B — Section 18 Spam Act contravention details

Attachment C — Examples of commercial electronic messages sent
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Attachment C — Examples of commercial electronic messages sent

Email example 1: Get an extra 20% cask back into your account

I <er  Poins blance:

Your points balance value:
ﬁ Myer & Flight Centre value Gift Card value
$

Cash back value
$

Batance o o SN

Get an extra 20%
cash back into
your account.*

Now'’s the perfect time to turn your Awards points into cash back in your
account, with a bonus 20% in cash back value.'

Don't forget, you can keep earning Bonus Points at over 300 retailers at
the Bonus Points eShop — check out the bonus offers down below.

Log on to redeem now

J @ Limited time only:
Get a bonus 20% cash back.

< d |
\‘*:,9 Current Cash back:

Log on to redeem now

It's easy, your Bonus cash back will automatically be applied on the
Awards website when you redeem.

Please note that cash back does not contribute to any minimum payment
due.

Hurry, this is a limited time offer, so make sure you don’t miss out on the
extra cash and redeem today.
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Keep earning Bonus Points via the Bonus
Points eShop.
Earn Bonus Points on every dollar spent on brands like House, Raobin's

Kitchen, Glasshouse Fragrances, Marks & Spencer and more when you
shop the Bonus Points eShop 2

House

House

7 Bonus Points per $1
Was 6 Bonus Points per $1

GLASSHOUSE

FRAGRANCES

Glasshouse Fragrances

10 Bonus Points per $1

W
ROBINS
KITCHEN
Robin’s Kitchen

10 Bonus Points per $1
Was 8 Bonus Points per $1

MARKS & SPENCER

Lonnon

Marks & Spencer

8 Bonus Points per $1

Was 8 Bonus Points per $1 Was 6 Bonus Points per $1

Log on to shop now

You can now pay with CommBank Awards points
online at Myer.

Use your points when you pay with your CommBank Awards
Credit Card at Myer.

Find out more

Yours sincerely,
The CommBank Awards Team

Things you should know:

The eamning and redemption of CommBank Awards points are subject to the CommBank Awards
Program Terms and Conditions. Awards and the number of points required for Awards are subject
to change at any time without notice.

“Awards member points balance and Flight Centre, Myer and Gift Card dollar values converted
from points balance value are correct as at and are subject to change
without notice. Gift Card dollar value canno applied to Westhel Cards.

"Bonus 20% cash back is valid from 18th May 2022 for a limited time only and may be withdrawn
without notice. Awards points redeemed and funds credited to a Member's CommBank Awards
credit card under the Cash Back Award are non-refundable. A Member's CommBank Awards.
credit card must be open and active to redeem. Upon redemption of this Award, points will be
deducted from the Member's CommBank Awards points account and funds credited to the
Member's CommBank Awards credit card from which the points were eamed within 5 business
days. Funds credited as a result of redeeming a Cash Back Award will not contribute fo any
minimum monthly payment due.

Members that shop with select retailers from 18 May 2022 to 17 June 2022 will earn additional
Bonus Paints on selected items. To view participating retailers, go to the Bonus offers page on the
Bonus Points eShop. The higher Bonus Points rate for selected items from each participating
retailer will be displayed on their page during the promotion period. Terms and conditions apply to
the use of the Bonus Points eShop and the eaming of Bonus Points. Please refer to the Bonus
Points eShop terms and conditions available here:

https/fwww commbankawards com au/partnerTermsConditions. Not all items purchased through
the Bonus Points eShop are eligible for Bonus Points. See the individual retailers’ page on the
Bonus Points eShop for full details of any exclusions. Bonus Points rate and promotions are
subject to change at any time.

Unsubscribe or update your message preferences here.

This email was sent from an address that cannot accept incoming email. To contact us, please
visit the Contact Us section of our website. To see how we protect your information, view our
Privacy P

Commeonwealth Bank of Australia ABN 48 123 123 124. Australian credit licence 234945,
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Email example 2: Discover a lower rate personal loan

Discover a lower rate
personal loan.

For a limited time you could get up to 2.5% p.a. off our Unsecured Fixed
Rate Personal Loan, with interest rates as low as 9% p.a. If you'd like o

take a step towards simplifying your finances by consolidating existing
debt, a personal loan could be the answer.

Take advantage of this lower rate personal loan and consolidate your
existing debt into one. This means you’ll enly have a single repayment to
manage, so you'll know exactly how much itll be and when it's due.

Don't miss out - you'll need to apply and fund by 14 August 2022.

Explore and apply

For a limited time, you could get up to 2.5% off our Unsecured Fixed Rate
Personal Loan, with interest rates as low as 9%.

Need extra cash for a large purchase? A personal loan with a lower rate
could be the answer.

Don't miss out - you'll need to apply and fund by 14 August 2022

Explore and apply

Your discounted rate

From From
1) 0
u P.A. u P.A.
Unsecured Fixed Rate Comparison rate
Personal Loan (Based on a $30,000
unsecured loan over 5
years)*

Explore and apply

Applying is easy

Apply online in the CommBank app or in NetBank and
have a response in 60 seconds.

Yours sincerely,

The CommBank Team
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Things you should know:

Apply for and fund a new Unsecured Fixed Rate Personal Loan by 14 August 2022 to receive a
2.5% p.a. discount on your interest rate (Unsecured Fixed Interest rate and comparison rate
calculations are inclusive of the 2.5% p.a. discount).

‘You may be eligible for same day funding if you're approved, accept your contract and complete
verification by 4pm Monday to Friday (Sydney/Melboume time). Subject to credit checks and
assessment of your financial situation. Unavailable if an application is incomplete or needs to be
referred for a more detailed review by a lending specialist, if required documentation isn't provided
and subject to system availability.

* The comparisen rate is based on a $30,000 unsecured lcan aver 5 years. WARNING: This
comparison rate applies only to the example or examples given. Different amounts and terms will
result in different comparison rates. Costs such as redraw fees or early repayment fees, and cost
savings such as fee waivers, are not included in the comparison rate but may influence the cost of
the loan.

The target market for this product will be found within the product's Target Market Determination,
available here.

Unsubscribe or update your message preferences hera.

To see how we protect your personal information, view our Privacy Policy at
commbank.com.auiprivaey.

Commonwealth Bank of Australia ABN 48 123 123 124 Australian credit licence 234945
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