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[bookmark: _Hlk531277810]Use this form to request authorisation from the ACMA under the Telecommunications Regulations 2001 (the Regulations) to use unlisted mobile phone numbers and/or related postcodes from the Integrated Public Number Database (IPND) for permitted research.
Before you complete this form please:
· Read Division 5.2 of the Regulations. 
· Read the ACMA’s Guide to completing T031— Application for access to unlisted mobile phone numbers for permitted research. (Available from the ACMA’s accessing the IPND page.)
· Email ipnd@acma.gov.au if you have any questions.
This form comprises three parts and a declaration. 
· Sole applicants must complete Parts 1, 2 and 3. 
· Multiple applicants—the primary research entity must complete Parts 1 and 2. Each other applicant must complete Part 2.
· Part 3, a privacy impact assessment, must be submitted with the application form. Only one assessment is required but it must cover all applicants.  
· Every applicant must sign the declaration at the end of their copy of the form.
In this application form:
· Terms in bold are defined in the Regulations. For brevity, authorised unlisted mobile number information is referred to as mobile information.
· Unless the context indicates otherwise, evidence means evidence of your practices, procedures, processes and systems that are or will be in place to comply with conditions of authorisation.
You can type directly into this form and attach additional material if required.
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	[bookmark: _Hlk30676759]Please be specific in your responses. General statements that you will comply with a requirement mean the ACMA will write to you to request further information. Better responses include describing in reasonable detail—or providing documents showing—relevant practices and systems you have or will have in place which demonstrate how you do or will comply with conditions of a research authorisation.


Once complete, submit this form:
· by email to: IPND@acma.gov.au 
· or post to:   IPND
Australian Communications and Media Authority
PO Box 13112 Law Courts
Melbourne Vic 8010
The ACMA has 90 days to decide an application, which can be extended if we need to request further information. If the ACMA grants the authorisation, you will receive the mobile information from the IPND Manager (Telstra), which charges for providing the information. For information on the costs and provision/format of the information, please visit telstra.com.au/consumer-advice/ipnd.

Part 1: Primary or sole research entity and research project details 
Applicant details


	Full name (if individual applicant): Click here to enter text.

	Organisation name (if applicable): Click here to enter text.

	ABN/ACN: Click here to enter text.

	Trading name/s: Click here to enter text.

	Registered address: Click here to enter text.

	Click here to enter text.
	Address (place of business, if different from registered address): 

	Click here to enter text.
	Click here to enter text.
	Telephone number: Click here to enter text.

	Email: Click here to enter text.


Contact name for research entity:
	Full name: Click here to enter text.

	Position: Click here to enter text.

	Telephone number: Click here to enter text.

	Email: Click here to enter text.


If this is a joint application, please list the other applicants:
	 Click here to enter text.



Mobile information sought and research purpose (1.7A and 5.8 of the Regulations)    
1. Select the mobile information being sought:
☐ phone number 
☐ post code.
2. How many phone numbers and/or postcodes are requested and why (on what basis)? 
	Click here to enter text.

3. For what kind of permitted research will the mobile information be used?
[bookmark: OLE_LINK1][bookmark: OLE_LINK2]☐ Public health research (including epidemiological research).
☐ Electoral matter research conducted by or for a registered political party, political representative, or candidate in an election for an Australian Parliament or a local government authority.
☐ The research will contribute to the development of public policy and is conducted by or for the Commonwealth or a Commonwealth entity.
4. Will the research be conducted for or on behalf of anyone who is not an applicant in this application?
☐  No.
☐  Yes. Please provide:
a. Details of the entity/entities for or on whose behalf the research will be undertaken (include as applicable full name, ACN/ABN, registered address, website, brief description of entity and its purpose, and if applicable, the jurisdiction of the political party, political representative, or candidate).  
	Click here to enter text.

b. Evidence to establish your authority to apply for or on behalf of the entity/entities named above (e.g. letter of authorisation or contract of engagement) and the name and contact details of an authorised representative of that entity.
	Click here to enter text.

5. Describe the purpose of the proposed permitted research. Provide the following details, as applicable: 
· likely beneficiaries, direct and indirect
· likely social benefits
· how the research is relevant to public health (public health research)
· the electoral matters to which the research is directed (electoral matter research)
· how the research will contribute to the development of public policy (Commonwealth public policy research)
· likely form of finalised research



· any other information considered relevant. 
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	Click here to enter text.

6. Is there any commercial purpose/aspect to the proposed permitted research? 
	Click here to enter text.

7. The ACMA can grant access to mobile information for up to 12 months. What duration is requested? 
	Click here to enter text.

Receipt of mobile information (5.16 of the Regulations)
8. As the sole or primary applicant, will you be receiving the mobile information from Telstra?
☐  Yes. By ticking yes, you confirm that within 10 business days of receiving the mobile information from Telstra, you will give written notice of receipt to:
· [bookmark: _Hlk532471460]the ACMA
· each research entity to be covered by this authorisation.
☐  No. Which applicant will receive the mobile information from Telstra?
	Click here to enter text.


End of Part 1


Part 2: Research entity details and conditions of authorisation
Name of research entity

	Full name (if individual applicant): Click here to enter text.

	Organisation name (if applicable): Click here to enter text.

	ABN/ACN: Click here to enter text.

	Trading name: Click here to enter text.

	Registered address: Click here to enter text.

	Click here to enter text.
	Address (place of business, if different from registered address): 

	Click here to enter text.
	Click here to enter text.
	Telephone number: Click here to enter text.

	Email: Click here to enter text.



Previous authorisation/s (5.11 of the Regulations)
1. Have you previously been granted a research authorisation under the Regulations or the Telecommunications Integrated Public Number Database Scheme 2017?
☐  No. 
☐  Yes. Please: 
a. Provide details of the authorisation, including date, purpose and period for which it was granted. 
	Click here to enter text.

b. Provide details and evidence of compliance with the conditions of that authorisation. 
	Click here to enter text.

c. If the previous research authorisation was under the Regulations, provide details and evidence of compliance with the rules about dealing with mobile information and research information after an authorisation ends or an entity is removed from it (5.30 and 5.31 of the Regulations).
	Click here to enter text.

Compliance with Acts (5.18, 5.19 and 5.23 of the Regulations) 
2. You must be covered by the Privacy Act 1988 during a research authorisation unless you are a registered political party. Which of the following applies to you?
☐  Covered as an organisation or agency within the meaning of the Privacy Act 1988.
☐  Covered as a small business operator (within the meaning of the Privacy Act 1988) that has chosen to be treated as an organisation under section 6EA of that Act.
☐  Registered political party—not covered.
Provide supporting evidence below or as an attachment.
	Click here to enter text.

3. If you collect, use or disclose personal information in connection with authorised research under a research authorisation, you must not breach:
· an Australian Privacy Principle (APP) in relation to the personal information 
· a registered APP code that binds you in relation to personal information.
This applies even if you are a registered political party or your political acts or practices are exempt under section 7C of the Privacy Act 1988.
Describe how/provide evidence that you will comply with this requirement.
	Click here to enter text.

4. How does/is your collection, use and disclosure of personal information comply/consistent with the Privacy Act 1988?
	Click here to enter text.

5. Describe how/provide evidence that you will comply with all applicable unsolicited contact laws including:
· the Privacy Act 1988
· the Spam Act 2003
· the Do Not Call Register Act 2006.
	Click here to enter text.

6. Describe how/provide evidence that you will comply with relevant provisions of the Telecommunications Act 1997 and any legislative instrument made under that Act, including the Telecommunications (Telemarketing and Research Calls) Industry Standard 2017.
	Click here to enter text.

Use and disclosure of mobile information (5.17 of the Regulations)
7. Describe how/provide evidence that you will not record or use mobile information except for authorised research under authorisation. 
	Click here to enter text.

8. Describe how/provide evidence that you will not disclose mobile information except as follows:  
· to your research employees 
· to another research entity covered by the same authorisation 
· to the ACMA, upon request
· as authorised or required to do so by or under an applicable law.
	Click here to enter text.

Contacting customers (5.20(1) and (2) of the Regulations)
9. You can only contact a person using mobile information by calling the person (the contacted person). During the call, you must ensure the contacted person is told or asked certain information (see regulation 5.20(2) and the Guide). Describe how/provide evidence that you will comply with this requirement.
	Click here to enter text.

[bookmark: _Ref155403933]
Consent of contacted person (5.20(3) and (4) of the Regulations)
10. If a contacted person does not give, or withdraws, consent to the use and disclose their research information, describe how/provide evidence that you will comply with the following requirements:
· not record, use or disclose any research information about the contacted person
· not use the contacted person’s mobile information 
· as soon as reasonably practicable, take all reasonable steps to destroy any research information about the contacted person within 10 business days after they refuse to give, or withdraw, consent
· as soon as reasonably practicable, give written notice to all other authorised research entities covered by the same authorisation, that the contacted person’s mobile information must not be used. 
	Click here to enter text.

11. Describe how/provide evidence that if you receive notification from another authorised research entity that a contacted person has refused or withdrawn consent to use their research information, you will not use that person’s mobile information.
	Click here to enter text.

Complaints/internal dispute procedures (5.20(5) and (6) of the Regulations)
12. Describe/provide evidence of your internal dispute resolution procedures that will: 
· deal with inquiries or complaints from a contacted person about the use or disclosure of their research information
· tell the contacted person that they can complain to the ACMA if they are dissatisfied with the way you handle their complaint
· provide the ACMA’s contact details to a contacted person who wants to escalate their complaint
· provide reasonable assistance to the ACMA regarding such a complaint if the ACMA asks that you do so.
	Click here to enter text.

Disclosure of research information (5.21 of the Regulations)
13. You must not disclose research information about a contacted person except:
· to your research employees
· if the information is de-identified (that is, it does not identify the contacted person, and the person is not reasonably identifiable from the information) and it does not include the person’s mobile phone number
· if authorised or required to do so by or under an applicable law.
Describe/provide evidence that you will comply with this requirement.
	Click here to enter text.

Employees of authorised research entity (5.24 of the Regulations)
14. Describe how/provide evidence that you will take all reasonable steps to ensure that your research employees: 
· are aware of and comply with the conditions of the authorisation 
· will notify you in writing as soon as reasonably practicable after the research employee becomes aware of an act or omission that would result in a contravention of a condition. 
	Click here to enter text.

Technical systems (5.22 of the Regulations) and data security
15. Describe your/provide evidence that you will have technical systems to receive the mobile information in accordance with any method specified by Telstra. 
	Click here to enter text.

16. Will the mobile information and/or research information be accessible to or handled by persons or organisations outside of Australia at any time?
	Click here to enter text.

17. If yes:
a. provide the name and contact details of the overseas person or entity
	Click here to enter text.

b. describe and provide evidence of the relationship between the overseas entity and the authorised research entity (for example, a contract)
	Click here to enter text.

c. the purpose(s) for which will the mobile information and/or research information be accessed or handled by the overseas entity
	Click here to enter text.

d. describe and provide evidence of the measures to ensure that appropriate privacy and security protections are in place to protect the mobile information and/or research information from misuse, loss and unauthorised access, modification or disclosure while it is accessed or handled by the overseas entity.
	Click here to enter text.

Contravention of authorisation conditions (5.25 of the Regulations)
18. Describe how/provide evidence that if you become aware that you have (or another research entity under the same authorisation has) contravened a condition of authorisation you will:
· give written notice to the ACMA as soon as reasonably practicable
· take reasonable steps to minimise the effects of your contravention as soon as reasonably practicable.
	Click here to enter text.


No use or disclosure of mobile information when research authorisation ends (5.30 of the Regulations)
19. When a research authorisation ends, or if you are removed from an authorisation by the ACMA, you must:
· not record or use the mobile information
· not disclose the mobile information, unless authorised, or required to do so by law or to the ACMA at the ACMA’s request 
· take all reasonable steps to destroy the mobile information within 10 business days after the authorisation ends or you are removed from the authorisation. 
Describe how/provide evidence that you will comply with these requirements.
	Click here to enter text.

20. During the authorisation period, will mobile information be linked to other data from another source? 
☐  No. 
☐  Yes. Detail how you will separate the mobile information from the other data, and destroy it, when the authorisation ends or if you are removed from an authorisation by the ACMA.
	Click here to enter text.

Use or disclosure of research information when research authorisation ends or you are removed (5.31 of the Regulations)
21. Certain rules apply to use and disclosure of research information when a research authorisation ends, or if you voluntarily remove yourself from an authorisation. Describe how/provide evidence that you will not:
· record, or use, the research information
· disclose the research information unless the information it is de-identified and does not include the person’s public number. 
	Click here to enter text.

22. Different rules apply if you are removed from a research authorisation by the ACMA because you breached a condition of authorisation. If this occurs, describe how/provide evidence that you will:
· not record, or use, the research information
· not disclose the research information, unless authorised, or required to do so by or under an applicable law
· take all reasonable steps to destroy the research information within 10 business days after you are removed from the authorisation.
	Click here to enter text.


End of Part 2

Part 3: Privacy Impact Assessment
An application must be accompanied by a Privacy Impact Assessment. The Office of the Australian Information Commissioner provides a Guide to undertaking privacy impact assessments (the PIA Guide), available at: oaic.gov.au/agencies-and-organisations/guides/guide-to-undertaking-privacy-impact-assessments.
A Privacy Impact Assessment must be conducted for the permitted research project. It must cover and address all the applicants covered by this application. A report on the assessment should be provided below or as an annexure. If provided as an annexure, it must include the below information at a minimum. Terms in the following table have the same meanings as they have in the PIA Guide.
	Section heading
	Content

	Executive summary
	A brief executive summary, including:
· a brief project description 
· the outcome of privacy impact analysis and compliance checks, including positive privacy impacts and privacy risks that have been identified and strategies already in place to protect privacy. This may include the reasonable steps to be undertaken to ensure that personal information is de-identified and/or destroyed during, and on completion of, the project
· recommendations to avoid or mitigate privacy risks
· descriptions of any privacy risks that cannot be mitigated, the likely community response to these risks, and whether these risks are outweighed by the public benefit that will be delivered by the project
· details of consultation with internal and external stakeholders, which may include regulatory authorities, clients, advocacy organisations, service providers, industry experts, academics and others.

	Key information flows
	A detailed description and mapping of the project's personal information flows between all project stakeholders, including what information will be collected, used and disclosed, how the information will be held and protected, and who will have access to it. 
This should include a description of any security safeguards that are (or will be) in place to protect the information and any reasonable steps taken by each research entity to ensure the information is not subject to misuse, interference and loss, unauthorised access, modification or disclosure

	Privacy impact assessment methodology
	This section should outline the approach to undertaking the Privacy Impact Assessment Methodology, including any stakeholder consultation.
(Refer to Plan the PIA and Identify and consult with stakeholders in the PIA Guide.)

	Project description
	This section should describe the key features of the project, including any relevant background or the rationale for the project. Outline how personal information will be handled in the project, including through diagrams illustrating information flows, if appropriate. Information flows can also be addressed in more detail in the next section if required.
This section should be kept brief and should not contain any analysis of privacy implications, as these will be addressed in later sections.
(Refer to Describe the project and Map the information flows in the PIA Guide.)

	Analysis
	This section should identify:
· the permitted research’s impacts (positive and negative) on privacy
· privacy risks that may arise from the project, including whether the project complies with privacy legislation
· any strategies that are in place to remove, minimise or mitigate privacy risks
· recommendations about additional strategies required to remove, minimise or mitigate privacy risks.
It may be appropriate to present an assessment of the project against each of the Australian Privacy Principles or any other legal obligations relating to privacy. It is important to remember, however, that the Privacy Impact Assessment is more than a compliance check, and that other questions may also need to be addressed. If the analysis is lengthy due to the complexity of the project or significant privacy impacts, it may be appropriate to split this information into separate sections.
For example:
· including information on privacy impacts and risks, existing strategies, and recommendations in separate sections
· presenting separate analyses for discrete parts of the project or information flows.
(Refer to Privacy impact analysis and compliance check, Privacy management—addressing risks and Recommendations in the PIA Guide.)

	Conclusion
	This section should summarise the overall findings and outline the conclusions of the Privacy Impact Assessment, including whether the privacy safeguards currently in place or identified in the recommendations will be sufficient to protect personal information handled in the project.
It should also outline the next and ongoing steps in the Privacy Impact Assessment process (refer to Respond and review in the PIA Guide).

	Appendices
	If required, appendices can be used to provide more detailed information. For example, the nature of consultation, who participated in consultation and the anticipated outcomes of the project.



End of Part 3


Declaration
I declare on behalf of the applicant (research entity) that:
1. The contents of this application, and any enclosures or annexures to this application, are true and correct.
2. The research entity is aware that the ACMA may: 
· request the research entity to provide further information within 90 days of the ACMA’s request
· disregard the research entity if it does not provide the requested information within 90 days of the ACMA’s request.
3. The research entity is aware that the ACMA may consult any person or body that the ACMA considers appropriate (including the Office of the Australian Information Commissioner) in connection with certain decisions under the Regulations, and that information provided in this application may be disclosed for the purpose of that consultation. The ACMA may, but is not obliged to, inform the research entity that it is consulting.
4. The research entity is aware that the ACMA may: 
· specify additional conditions of authorisation at the time of, or after, granting authorisation
· remove an authorised research entity from a research authorisation if the ACMA is satisfied that a condition of any research authorisation that covers the entity has been contravened.
5. The research entity is aware that the ACMA may publish details of the outcome of this application including on its website and in its annual report.
6. I have the authority to sign this application on behalf of the applicant.
7. I am aware that under section 137.1 of the Criminal Code Act 1995, it is an offence to knowingly provide false or misleading information to a Commonwealth entity in connection with the performance of functions under a law of the Commonwealth.
	Signature
	
	
Position in organisation (if applicable)
Click here to enter text.

	Print full name Click here to enter text.
	
	Date Click here to enter a date.


Privacy
The Privacy Act 1988 (Cth) (the Privacy Act) imposes obligations on the ACMA in relation to the collection, security, quality, access, use and disclosure of personal information. These obligations are detailed in the Australian Privacy Principles.  
The ACMA may only collect personal information if it is reasonably necessary for, or directly related to, one or more of the ACMA’s functions or activities. 
The ACMA will not use the information for any other purpose, nor will we disclose it, unless we have your consent, or we are otherwise permitted to do so under the Privacy Act.  
Under the Regulations, the ACMA may consult any person or body that the ACMA considers appropriate before deciding to grant an authorisation; specify, vary or revoke an additional condition; remove an entity from an authorisation; and make a decision on a reconsideration request. Details of this application may be disclosed as part of consultation.
Further information on the Privacy Act and the ACMA’s Privacy Policy is available at acma.gov.au/privacypolicy. The Privacy Policy contains details about how you may access personal information about you that is held by the ACMA and seek the correction of such information. It also explains how you may complain about a breach of the Privacy Act and how we will deal with such a complaint. If you have any questions, please contact the ACMA’s privacy contact officer by email at privacy@acma.gov.au.
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