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Final Investigation Report

	File No.
	ACMA2015/118


	Carriage Service Provider
	Vodafone Hutchison Australia Pty Limited ACN 096 304 620

	Type of Service
	Prepaid mobile carriage service 

	Period under investigation
	1 December 2014 to 26 February 2016 and 12 April 2016 to 28 April 2016

	Relevant Legislation
	· Telecommunications (Service Provider – Identity Checks for Prepaid Mobile Carriage Services) Determination 2013
· Telecommunications Act 1997



Summary of findings
1. After completing its investigation, the ACMA finds that Vodafone Hutchison Australia Pty Limited ACN 096 304 620 (VHA) has contravened section 2.3 of the Telecommunications (Service Provider – Identity Checks for Prepaid Mobile Carriage Services) Determination 2013 (the Prepaid Determination) on at least 1,028 occasions. As a consequence of these contraventions, the ACMA also finds that VHA contravened subsection 101(1) of the Telecommunications Act 1997 (the Act) on at least 1,028 occasions as it did not comply with the service provider rules that apply to it, namely the rules set out in the Prepaid Determination in force under section 99 of the Act.
Background
2. This report presents the ACMA’s findings of its investigation into whether VHA may have contravened the Act by failing to comply with the Prepaid Determination during the periods 1 December 2014 to 26 February 2016 and 12 April 2016 to 28 April 2016 (the Investigation Period). 
3. In February 2016 the ACMA became aware of an option on VHA’s website which allowed customers of its prepaid mobile carriage services to select that their identity had been verified in a store and then proceed to activate their service through use of the website. Hereafter in this investigation report, this option which allowed VHA’s customers to self-select on the VHA website that their identity had been verified in store and then activate their prepaid mobile carriage service will be referred to as the ‘ID-checked in store option’.
4. The ACMA was concerned that the ID-checked in store option appeared to allow customers to activate their prepaid mobile carriage service using the website without VHA necessarily having checked the customer’s identity at the time of sale (ToS) of the service or at the time of activation as required by the Prepaid Determination.
5. The ACMA made preliminary inquiries of VHA identifying its concerns. VHA subsequently reported to the ACMA that VHA had:
(a) identified 19,697 active services belonging to customers who had activated their prepaid mobile carriage services using the ID-checked in store option;
(b) (now) confirmed the identity of the customers for 13,314 of those services;
(c) suspended 6,383 services where it had been unable to confirm the identity of the customers for those services.
6. By letter dated 15 August 2016, the ACMA notified VHA that it was investigating whether VHA had contravened the Prepaid Determination by allowing customers to self-select online that they had their ID-checked in store. This was an investigation into whether VHA may have contravened the Act.[footnoteRef:1] [1:  See paragraph 510(1)(a) of the Act.] 

7. On 6 October 2016, the ACMA requested information from VHA in relation to three nominated days (6 January 2015, 6 June 2015 and 6 January 2016) (the sample days) to assist in determining the extent to which customers that had activated their service using the ID-checked in store option may not have had their identity verified in accordance with the Prepaid Determination before VHA activated their services.  
8. On 23 November 2016, VHA advised that a total of 1,569 customers had selected the ID-checked in store option over the course of the sample days. VHA further confirmed that:
(a) on 6 January 2015, 429 customers had selected the option and “that in respect of 235 services or (6% of total connections on this day) VHA has not been able to confirm that customer identification was validated prior to activation”;
(b) on 6 June 2015, 548 customers had selected the option and that VHA had “now checked these services and found that 344 services or 10% of total sales on this day were not validated on activation”; and
(c) on 6 January 2016, 592 customers had selected the option and that of those services VHA had “now checked these services and found that 449 services or 12% of total sales on this day were not validated on activation”.
9. On 16 January 2017 the ACMA sent a copy of its preliminary investigation report (the First Report) to VHA. In the First Report, the ACMA set out its preliminary finding that VHA had contravened the Prepaid Determination in relation to the 1,028 prepaid mobile carriage services which had been activated using the ID-checked in store option during the sample days.
10. On 6 February 2017, VHA provided submissions in relation to the First Report and advised that it did “not propose to refute the facts presented in respect of the 1,028 prepaid services as it aligns with the information VHA supplied”.
11. On 9 May 2017 the ACMA sought further information from VHA seeking to clarify the number of customers that had selected the ID-checked in store option during the Investigation Period and whose services were activated before identity verification had occurred.  On 24 May 2017 the ACMA received VHA’s response. 
Relevant legislation
12. The Prepaid Determination was made under subsection 99(1) of the Act and was in force from 30 October 2013 until its repeal on 8 April 2017.[footnoteRef:2]  [2:  The Prepaid Determination was repealed and replaced by the Telecommunications (Service Provider — Identity Checks for Prepaid Mobile Carriage Services) Determination 2017 on 8 April 2017.] 

13. Notwithstanding its repeal, an investigation in relation to the Prepaid Determination and any associated legal proceeding or remedy may be instituted, continued or enforced, and any such penalty may be imposed, as if it had not been repealed.[footnoteRef:3]   [3:  See section 7 of the Acts Interpretation Act 1901 and section 13 of the Legislation Act 2003.] 

14. The Prepaid Determination was a service provider determination in force under section 99 of the Act.  Section 98 of the Act relevantly provides that the rules set out in service provider determinations in force under section 99 are service provider rules.  
15. Under section 101 of the Act a service provider must comply with the service provider rules that apply to the provider.
16. A carriage service provider (CSP) is a service provider.[footnoteRef:4] [4:  See section 86 of the Act.] 

17. The Prepaid Determination imposed obligations on CSPs with respect to the supply of prepaid mobile carriage services. Relevantly, under section 2.3 of the Prepaid Determination, CSPs were prohibited from activating a prepaid mobile carriage service unless the CSP had complied with:
(a)	the rules set out in Part 4, which required the CSP to obtain certain identifying information from, and verify the identity of, the purchaser of the service at the time of sale of the service; or
(b)	the rules set out in Part 5, which required the CSP to obtain certain identifying information about, and verify the identity of, the service activator at the time of activation of the service; or
(c)	an approved compliance plan, which required the CSP to obtain certain identifying information about, and, if applicable, verify the identity of, the purchaser or service activator in relation to the service.
18. Part 4 of the Prepaid Determination specified the rules to be complied with by CSPs for obtaining information and verifying identity at the time of sale of a prepaid mobile carriage service. Relevantly, section 4.2 of the Prepaid Determination provided as follows:
4.2           Requirements to be satisfied before service is activated
(1)   Before activating the prepaid mobile carriage service, the carriage service provider must:
(a)  obtain information from the purchaser in accordance with section 4.3; and
(b)  verify the identity of the purchaser in accordance with section 4.4 or 4.5.
(2)   The carriage service provider must comply with subsection (1) at the time of sale of the service.
19. Part 5 of the Prepaid Determination specified the rules to be complied with by CSPs for obtaining information and verifying identity at the time of activation of a prepaid mobile carriage service. Relevantly, section 5.2 of the Prepaid Determination provided as follows:
5.2        Requirements to be satisfied before service is activated
(1)   Subject to subsection (2), before activating the prepaid mobile carriage service, the 
        carriage service provider must: 

 		(a) obtain information in relation to the service activator in accordance with Division     
 	 	     5.2; and

               (b) verify the identity of the service activator in accordance with Division 5.3.
(2)  The obligations on the carriage service provider under paragraph (1)(b) will not be taken 
to have been breached to the extent that the carriage service provider has, in accordance with subsection 5.5(1) and Column B of item 5 of Schedule 4, temporarily activated the service before the identity of the service activator is verified.

Relevant facts
20. VHA is a CSP within the meaning of section 87 of the Act and was a CSP during the Investigation Period.  VHA supplies mobile telecommunications services to its customers, including ‘prepaid mobile carriage services’ within the meaning of section 1.5 of the Prepaid Determination and supplied such services during the Investigation Period.
21. On 1 December 2014, VHA introduced information technology (IT) changes in relation to its identity verification and service activation processes for the prepaid mobile carriage services which it supplied. These changes resulted in VHA including on its website the ID-checked in store option.
22. The ID-checked in store option was available on VHA’s website from 1 December 2014 to 26 February 2016.  The option was removed from VHA’s IT platform on 26 February 2016.[footnoteRef:5]  The ID-checked in store option became available again for the period from 12 April 2016 to 28 April 2016 which allowed further services to be activated using the option.  [5:     This followed concerns being raised by the ACMA that VHA did not appear to have adequate processes in place to ensure that customers that had selected the ID-checked in store option had actually had their identification verified by VHA in store.] 

23. As noted above, on 16 January 2017 the ACMA sent VHA the First Report which set out the ACMA’s preliminary findings that VHA had contravened the Prepaid Determination in relation to the 1,028 prepaid mobile carriage services for which customers had selected the ID-checked in store option on the sample days and for which VHA had confirmed, in its letter dated 23 November 2016, that it had not verified the identity of the customer of the relevant service prior to activation of the service.  
24. On 6 February 2017, VHA provided submissions in relation to the First Report and advised that it did “not propose to refute the facts presented in respect of the 1,028 prepaid services as it aligns with the information VHA supplied”.
25. On 9 May 2017 the ACMA sought additional information about the number of customers that had selected the ID-checked in store option during the Investigation Period and whose services were activated before identity verification had occurred. On 24 May 2017 VHA advised that a total of 331,205 services were activated following customers using the ID-checked in store option during the Investigation Period.  Of the 331,205 prepaid mobile carriage services that used the ID-checked in store option:
(a) 76,748 services were sold in a VHA store[footnoteRef:6]; and  [6:     This figure includes VHA company owned stores or franchisees selling prepaid services with direct access to VHA systems.] 

(b) 254,457 were sold by parties authorised by VHA to sell prepaid mobile carriage services for or on behalf of VHA (resellers).
26. Of the 76,748 services that were sold in a VHA store, VHA advised (and the ACMA accepts) that the customers of these services had their identity verified in store in accordance with their written procedures. 
27. In relation to the 254,457 services sold by resellers VHA provided the following information:
The number of customers where VHA was expecting the ToS process to be followed, which subsequently led to an active service prior to ID check are highlighted below:
196,160 made up as follows:
	ID checked-in store break-down
	Volume

	No Active Use after 1st month
	134,286

	No Active Use
	55,491

	Affected customers
	6,383

	Total
	196,160



28. The ACMA notes that the ‘Affected customers’ category identified in the table above represents the number of prepaid mobile carriage services VHA suspended, where VHA was unable to verify the identity of the customer as part of VHA’s process of contacting those customers who remained active users of VHA’s prepaid mobile carriage services and who had used the ID-checked in store option to activate their services.
29. VHA also advised that:
VHA mandates the validation of ID when selling our Prepaid service, therefore in relation to the 196,160 customers who selected ‘ID checked in-store’ it was VHA’s expectation that either ID was sighted in-store, credit card details were captured, or an AMTA form is completed prior to activation. 

30. The ACMA notes that the figure of 196,160 does not include:
(a) the 44,983 services validated using the time of sale method where identity was subsequently validated with a credit card; and
(b) the 13,314 services where the identity of the customers was confirmed as part of VHA’s process of contacting those customers who remained active users of VHA’s prepaid mobile carriage services and who had used the ID-checked in store option to activate their services .[footnoteRef:7] [7:    Adding the above two categories of figures in paragraphs 30(a) and (b) to the figure of 196,160 results in the total quantum of 254,457 services which were those services purchased through VHA resellers.] 

31. VHA provided a copy of a standard contractual agreement it has with resellers, which requires resellers to ensure that they conduct and record the relevant customer identity verifications (the Reseller Contract).[footnoteRef:8] Relevantly, the Reseller Contract included a schedule in the following terms: [8:    See the document entitled “Retailer Trading Terms”.] 

SCHEDULE 2 
Pre-paid Determination Process 
1. Without limiting any other obligation of Retailer under this agreement, when Retailer sells Pre-paid Products and Services, Retailer must: 
(a) no [sic] do or omit to do anything that may cause VHA to breach the Pre-paid Determination; 
(b) ensure that it first conducts and records the relevant identity checks of the Customer as required by all relevant Laws, and regulations, including the Pre-paid Determination; 
(c) keep up to date and accurate records of the checks and inquiries performed under this Schedule and agrees that VHA, or a third party auditor appointed by VHA, may: 
(i) audit Retailer’s compliance under this agreement at any time; and 
(ii) access and audit the Retailer's internal records as they relate to Retailer's obligations with respect to the Pre-paid Determination; 
(d) give VHA all information collected, and details of all documents sighted, in complying with the Pre-paid Determination; 
2. Retailer may submit information electronically to comply with VHA's obligations under the Pre-paid Determination, in accordance with VHA’s directions.[footnoteRef:9] [9:    Under clause 10.1 of the Reseller Contract, “Retailers” must “comply with all of the requirements set out in Schedule 2, as amended by VHA from time to time”.] 

32. VHA also provided an email entitled “Reminder Notice to Prepaid Resellers” dated 26 May 2016.  That email contained a communication to be sent to all “PID stores” and was in the following terms:
Dear Retailer
It has come to our attention that a number of Prepaid resellers are not operating within VHA’s business rules when connecting Prepaid services.
The Australian Government (ACMA) has brought several matters of reseller non-compliance to our attention, which has resulted in contractual termination of a number of VHA’s Prepaid resellers.
As a valued reseller of VHA’s Prepaid products, we would like [sic] remind you of your obligations as an authorised reseller/party, acting on behalf of VHA.
The ACMA defines an authorised party as a person or entity authorised by the carriage service provider to:
(a) sell a prepaid mobile carriage service; or 
(b) issue an invitation to a person to use a prepaid mobile carriage service at no charge to that person for, or on behalf of, the carriage service provider.
VHA’s terms of business in relation to selling of Prepaid products stipulate it is mandatory to capture customer identification at point-of-sale in accordance with ACMA’s Prepaid Determination (Telecommunications (Service Provider — Identity Checks for Prepaid Mobile Carriage Services) Determination 2013).
The ACMA’s findings as to contravention
The contraventions on 6 January 2015, 6 June 2015 and 6 January 2016
33. In its letter of 23 November 2016, VHA stated various matters in relation to 1,028 services for which the customers selected the ID-checked in store option on the sample days.  
34. For 235 services supplied on 6 January 2015, VHA stated in the 23 November 2016 letter that it had “not been able to confirm that customer identification was validated prior to activation”. These 235 services were a subset of a total of 429 customers who selected the ID-checked in store option on 6 January 2015.  In relation to those 429 customers, VHA included a table and notes in the 23 November 2016 letter in the following terms:


	Break down of customers who selected ‘ID checked in-store’ 
	Total Customers 

	Total: Customers selecting ‘ID checked in-store’ 
	429 

	ID captured at point of sale 

	ID sighted in-store1 
	53 

	Driver’s Licence 
	8 

	Medicare Card 
	- 

	Passport 
	3 

	Proof of Age Card 
	3 

	ID captured during AMTA form processing 

	Credit Card Recharge2 (within the first month) 
	61 

	AMTA Forms received3 (estimates based on invoices) 
	66 

	Total: ID captured during AMTA form processing 
	194 

	Customers Not Validated on Activation 

	No Recorded ID - services with zero usage, not active4 
	109 

	No Recorded ID – service used, suspended or disconnected5 
	126 

	Total: Non-Validated 
	235 


1 ID confirmed sighted by Vodafone employee at Company Store and credit card information captured at point of sale. 
2 Credit card recharge captured within 4 weeks (i.e. within same timeframe as AMTA form processing timeframes) 
3 Based on the number [sic] AMTA forms for which VHA was invoiced by our third party validation partner. [sic] for a 2 month period including the date in questions, and divided by [sic] number of days within that period. 2 month period used to take into account ATMA [sic] form processing time. 
4 VHA unable to confirm ID, however zero usage was recorded (NB. approx. 20% of new connections record zero usage on VHA’s network) and are now unable to use VHA’s network. 
5 VHA cannot confirm ID capture, however services are now suspended or disconnected or recorded zero usage on VHA’s network.
35. For 344 services supplied on 6 June 2015 and for 449 services supplied on 6 January 2016 VHA stated that it had found that the services “were not validated on activation”.[footnoteRef:10]  VHA included tables and notes in relation to the services supplied on 6 June 2015 and 6 June 2016 in a similar form to that extracted in paragraph 34 above. [10:   The 23 November 2016 letter states that there was a total of 548 customers who selected the ID-checked in store option on 6 June 2015 and a total of 592 customers who selected the option on 6 January 2016.] 

36. The ACMA notes that, in the 23 November 2016 letter, VHA appears to have closely analysed its records for the services where customers had selected the ID-checked in store option on the sample days. Notably, VHA has, in each of the tables included in the letter categorised the services into “ID captured at point of sale”, “ID captured during AMTA form processing” and “Customers Not Validated on Activation”.  Furthermore, VHA stated in the letter that “[w]e acknowledge that the information provided above does not now evidence 100% compliance…”.
37. In light of the foregoing, the ACMA is of the view that VHA did not comply with paragraphs 2.3(a) or (b) of the Prepaid Determination in relation to 1,028 prepaid mobile carriage services because it activated the services without complying with:
(a) the rules set out in Part 4, which require the CSP to obtain certain identifying information from, and verify the identity of, the purchaser of the service at the time of sale of the service; or
(b) the rules set out in Part 5, which require the CSP to obtain certain identifying information about, and verify the identity of, the service activator at the time of activation of the service.
38. Further, as there is no approved compliance plan in relation to VHA, paragraph 2.3(c) of the Prepaid Determination is not relevant to the investigation, nor is there an exemption under Part 3 of the Prepaid Determination that applies in relation to the services.
39. Accordingly, the ACMA is satisfied that VHA contravened section 2.3 of the Prepaid Determination on 1,028 occasions corresponding to the 1,028 services for which customers selected the ID-checked in store option on the sample days because it activated the services without complying with any of paragraphs 2.3(a), (b) or (c) in relation to the services.
40. It follows from the ACMA’s findings in paragraph 39 that the ACMA is also satisfied that VHA contravened subsection 101(1) of the Act on 1,028 occasions corresponding to 1,028 prepaid mobile carriage services which it supplied as it did not comply with the service provider rules that apply to it, namely the rules set out in the Prepaid Determination in force under section 99 of the Act.
Other comments
41. Further to the findings outlined above, the ACMA makes the following additional comments:
(a) The ACMA notes that, in the interests of efficiency, its investigations sampled three days during the total of the Investigation Period when the ID-checked in store option was available for public use. As is noted in paragraphs 39 and 40 above, the ACMA has found that contraventions of the Prepaid Determination occurred on each of those sample days. Relevantly, in respect of a total of 1,569 customers which selected the ID-checked in store option on those sample days, 1,028 contraventions occurred.  That is, some 65.5% of the services for which customers selected the ID-checked in store option on the sample days were activated in contravention of the Prepaid Determination. These contraventions occurred notwithstanding that VHA had contractual controls in place designed to ensure compliance by its resellers with the Prepaid Determination. It seems highly likely that similar multiple contraventions occurred over the course of the remaining days of the Investigation Period which were not the subject of the ACMA’s detailed investigation. However, the ACMA makes no finding regarding any other possible contraventions beyond the 1,028 contraventions referred to above.
(b) In its correspondence with the ACMA in relation to the investigation, VHA highlighted that many of the services which were activated using the ID-checked in store option were either never used or were only used for a very short period and then suspended or disconnected. The ACMA notes VHA’s comments in this regard, however the Prepaid Determination is designed to ensure that information is collected about purchasers or service activators, and that the identity of those persons is verified as required, notwithstanding how long the service remains active (and indeed, notwithstanding whether the service is used at all). In any event, the ACMA notes that the evidence shows that some of the services that were activated in contravention of the Prepaid Determination were in fact used by customers.[footnoteRef:11]   [11:   See the tables in VHA’s letter dated 23 November 2016 letter which relevantly state that in relation to prepaid mobile carriage services where the customer was not validated on activation, services were used.  (The table in relation to 6 January 2015 is reproduced in paragraph 34 above.)] 

(c) The ACMA notes the other contextual information provided by VHA, which includes:
(i) information about the nature of “prepaid customer service life” and the broad scope of VHA’s retail presence in relation to prepaid mobile carriage services[footnoteRef:12];  and [12:   See page 3 of VHA’s letter dated 24 May 2017 which states that “VHA has more than 10,000 points of retail presence, works with 12 different brand groups (e.g. Coles Group, Woolworths Group, etc.) and sells approximately 4,000 prepaid services per day.”] 

(ii) submissions to the effect that the ID-checked in store option was a fall-back process which VHA introduced following outages associated with the Document Verification System (DVS)[footnoteRef:13]. [13:   See page 3 of VHA’s letter dated 25 August 2016.] 

The contextual information identified in paragraphs (a) and (b) does not excuse the contraventions identified in paragraphs 39 and 40 above. Indeed, in circumstances where VHA sought to supply prepaid mobile carriage services it was obliged to ensure that it complied with the Prepaid Determination, notwithstanding the large scope of its prepaid mobile carriage service business or issues associated with the DVS.  The DVS was but one of the mechanisms which was available to VHA to use to ensure that it only activated prepaid mobile carriage services in accordance with section 2.3 of the Prepaid Determination.[footnoteRef:14] [14:  The DVS is an approved method of identity verification in accordance with item 1 of Schedule 4 to the Prepaid Determination which refers to a “Government online verification service”.] 
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